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I INTRODUCTION

1. Illegal robocalls cause billions of dollars in consumer fraud, not to mention the losses
suffered by consumers due to lost time and attention, and diminished confidence in the nation’s telephone
network.! Protecting Americans from illegal robocalls remains the Commission’s top consumer

' Call Authentication Trust Anchor, WC Docket No. 17-97, Sixth Report and Order and Further Notice of Proposed
Rulemaking, 38 FCC Red 2573, 2574, para. 1 (2023) (Sixth Caller ID Authentication Report and Order or Sixth
Caller ID Authentication Further Notice). In 2023, the Commission received approximately 96,500 complaints
concerning unwanted calls, including illegal robocalls—more than any other issue. See FCC, Consumer Complaint
Data Center, https://www.fcc.gov/consumer-help-center-data (last visited July 11, 2024).
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protection priority. Today we launch a proceeding to explore new initiatives intended to increase
consumer protection, reduce unwanted calls, and increase accountability of non-compliant providers.

2. This initiative follows a series of Commission actions on multiple fronts to stem the tide
of robocalls using every tool at our disposal.> One such tool is the Robocall Mitigation Database (RMD
or Database),? a public database established by the Commission in 2021 to facilitate the implementation
of our STIR/SHAKEN and robocall mitigation rules.* Consistent with the Commission’s efforts to
expand both STIR/SHAKEN implementation and robocall mitigation requirements in recent years,> a//
providers are now required to file certifications and robocall mitigation plans in the Robocall Mitigation
Database, as well as additional information to assist the Commission with evaluating compliance with our
rules.® This makes the Robocall Mitigation Database an essential consumer protection tool that is not
only relied upon by the Commission for our own enforcement activities,” but by other federal and state

2 See FCC, Robocall Response Team: Combating Scam Robocalls & Robotexts, https://www.fcc.gov/spoofed-
robocalls (last visited July 11, 2024) (listing recent robocall-related policy and enforcement actions by the
Commission).

3 FCC, Robocall Mitigation Database, https://www.fce.gov/robocall-mitigation-database (last visited July 11, 2024);
Call Authentication Trust Anchor, WC Docket No. 17-97, Second Report and Order, 36 FCC Rcd 1859, 1902-07,
paras. 82-94 (2020) (Second Caller ID Authentication Report and Order).

4 See Wireline Competition Bureau Announces Opening of Robocall Mitigation Database and Provides Filing
Instructions and Deadlines, WC Docket No. 17-97, Public Notice, 36 FCC Rcd 7394 (WCB 2021) (2021 Robocall
Mitigation Database Public Notice).

5 See Sixth Caller ID Authentication Report and Order, 38 FCC Red at 2850-61, paras. 15-52 (expanding
STIR/SHAKEN authentication obligations to the “first” intermediate provider in a call chain, requiring all
intermediate and voice service providers to take reasonable steps to mitigate illegal robocalls and submit a
certification and robocall mitigation plan to the Robocall Mitigation Database, expanding the information all filers
must file in the Robocall Mitigation Database, and requiring all downstream providers to block calls sent directly
from intermediate providers not in the Robocall Mitigation Database); Advanced Methods to Target and Eliminate
Unlawful Robocalls, Call Authentication Trust Anchor, CG Docket No. 17-59, WC Docket No. 17-97, Sixth Report
and Order, Fifth Report and Order, Order on Reconsideration, Order, Seventh Further Notice of Proposed
Rulemaking, Fifth Further Notice of Proposed Rulemaking, 37 FCC Recd 6865, 6880-94, 6907-10, 6916-19, paras.
34-63, 102-08, 128-35 (2022) (Gateway Provider Order or Fifth Caller ID Authentication Further Notice)
(expanding the STIR/SHAKEN authentication obligation to gateway providers, requiring such providers to take
reasonable steps to mitigate illegal robocalls and submit a certification and mitigation plan to the Robocall
Mitigation Database, and requiring domestic providers to block calls sent directly from foreign voice providers not
listed in the Robocall Mitigation Database).

6 See 47 CFR § 64.6305(d)-(f). The information that providers are required to submit to the Robocall Mitigation
Database is detailed in Section II, below.

7 See, e.g., Global UC Inc, Removal Order, 37 FCC Rcd 13376 (EB 2022) (removing a provider’s certification
because it included a facially deficient robocall mitigation plan); TELECLUB fka 2054235 Alberta Ltd., Removal
Order, DA 24-153 (EB Feb. 22, 2024) (same); Viettel Business Solutions Company et al., Removal Order, DA 24-
152 (EB Feb. 22, 2024) (removing 12 providers from the Robocall Mitigation Database because their certifications
included facially deficient robocall mitigation plans); BPO Innovate, Order, DA 24-283 (EB Mar. 27, 2024)
(removing a provider’s certification because of two deficiencies, including a facially deficient robocall mitigation
plan) (collectively, Removal Orders). In each case, the Enforcement Bureau found a violation of the Commission’s
rules based upon the information contained in the certification and robocall mitigation plan, and relied upon the
contact information provided in the submission to send out a notice that the provider’s certification is deficient, an
order directing the provider to explain why its certification should not be removed, and then an order removing the
provider’s certification from the Database. Removing a provider’s certification from the Robocall Mitigation
Database serves as an effective enforcement mechanism because removal obligates all other providers to cease
accepting traffic from the provider that no longer has a certification in the Database. See 47 CFR § 64.6305(g).
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enforcement bodies,® and by downstream providers, which are prohibited from accepting a provider’s
traffic if it is not listed in the Robocall Mitigation Database.® It is, therefore, critical that the information
submitted to the Robocall Mitigation Database by providers be complete, accurate, and up-to-date.

3. Given the importance of the Robocall Mitigation Database, we launch this proceeding to
examine ways to ensure and improve the overall quality of submissions based on the collective
experience of all stakeholders over the last three years. Specifically, we propose and seek comment on
procedural measures that the Commission could adopt to promote the highest level of diligence when
providers submit required information to the Robocall Mitigation Database,'? and technical solutions that
the Commission could use to identify data discrepancies in filings—and require them to be corrected—
before they are accepted by the system. We propose and seek comment on measures to increase
accountability for providers that submit inaccurate and false information to the Robocall Mitigation
Database or fail to update their filings when the information they contain changes, as required by the
Commission’s rules.'" Lastly, we generally invite comment on any other procedural steps the
Commission could require to increase the effectiveness of the Robocall Mitigation Database as a
compliance and consumer protection tool.

II. BACKGROUND

4. The Commission created the Robocall Mitigation Database in 2021 to effectuate
provisions of the TRACED Act,'? which directed the Commission to require voice service providers to
implement the STIR/SHAKEN caller ID authentication framework on their IP-based voice networks by
June 30, 2021, subject to certain extensions due to undue hardship or reliance on non-IP infrastructure. '

8 The Commission has signed Memoranda of Understanding with Attorneys General in 49 states as well as the
District of Columbia and Guam. FCC, FCC-State Robocall Investigation Partnerships, https://www.fcc.gov/fce-
state-robocall-investigation-partnerships (last visited July 11, 2024).

? Voice service providers, including terminating providers, and intermediate providers must refuse traffic sent
directly from any provider that does not appear in the Robocall Mitigation Database. See 47 CFR § 64.6305(g)(1)-

(4).

10° At this time, we are not proposing or seeking comment on additional content requirements for Robocall
Mitigation Database filings. The Commission adopted significant additional content requirements in March 2023
and required all providers to submit Robocall Mitigation Database filings that complied with those additional
requirements by February 26, 2024. See Sixth Caller ID Authentication Report and Order, 38 FCC Rcd at 2593-99,
paras. 40-49 (adopting additional Robocall Mitigation Database filing content requirements and setting the
submission deadline for new and updated filings as the later of 30 days following Office of Management and Budget
approval of the relevant information collection requirements or a deadline set by the Wireline Competition Bureau
through Public Notice); Wireline Competition Bureau Announces Robocall Mitigation Database Filing Deadlines
and Instructions and Additional Compliance Dates, WC Docket No. 17-97, Public Notice, DA 24-73, at 2 (WCB
Jan. 25, 2024) (setting February 26, 2024 Robocall Mitigation Database submission deadline for new and updated
flings) (2024 Robocall Mitigation Database Public Notice). Those filings are currently under review.

1! See 47 CFR § 64.6305(d)-(f).

12 See Second Caller ID Authentication Report and Order, 36 FCC Red at 1902, para. 82; 2021 Robocall Mitigation
Database Public Notice, 36 FCC Rcd at 7394.

13 The TRACED Act included two provisions for extension of the June 30, 2021 implementation deadline. Pallone-
Thune Telephone Robocall Abuse Criminal Enforcement and Deterrence Act, Pub. L. No. 116-105, § 4(b)(5)(A)(ii)
(2019) (TRACED Act). First, it permitted the Commission to extend the compliance date for a reasonable period of
time “upon a public finding of undue hardship,” and second, it directed the Commission to grant an extension to
those providers that “materially rel[y]” on non-IP infrastructure. Id.; see also Second Caller ID Authentication
Report and Order, 36 FCC Rcd 1876. Pursuant to these provisions, in 2020 the Commission granted three
categorical STIR/SHAKEN implementation extensions on the basis of undue hardship to: (1) small voice service
providers with 100,000 or fewer voice subscriber lines; (2) voice service providers unable to obtain the SPC “token”
necessary to participate in STIR/SHAKEN; and (3) services scheduled for section 214 discontinuance. See Second
Caller ID Authentication Report and Order, 36 FCC Rcd at 1877-83, paras. 39-51; 47 CFR § 64.6304(a)(1)
(continued....)
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Under the framework established by the TRACED Act, any voice service provider that is granted a
STIR/SHAKEN implementation extension pursuant to these provisions must implement “an appropriate
robocall mitigation program to prevent unlawful robocalls from originating on the network of the
provider.”'* To promote transparency, effective mitigation practices, and diligent enforcement of the
Commission’s rules, the Commission required voice service providers to submit certifications to the
Robocall Mitigation Database concerning their STIR/SHAKEN implementation progress, and if they had
not fully implemented STIR/SHAKEN, a description of their robocall mitigation program, including
“[t]he specific reasonable steps the voice service provider has taken to avoid originating illegal robocall
traffic.”’> Providers filing in the Robocall Mitigation Database were also required to submit additional
information, including business names and addresses, and a point of contact for resolving robocall-
mitigation related issues.'® The Commission made the certification data and robocall mitigation plans
filed in the Robocall Mitigation Database publicly available on the Commission’s website to facilitate
inter-provider cooperation and the public’s ability to understand providers’ robocall mitigation practices.!’

5. Since 2021, the Commission has worked to expand the scope of providers required to
implement STIR/SHAKEN and comply with robocall mitigation requirements, and thus, the providers
required to submit certifications and robocall mitigation plans in the Robocall Mitigation Database.'®
Today, all providers carrying or processing voice traffic—voice service providers,'® gateway providers,

(Continued from previous page)
(providing an extension of the implementation deadline for small voice service providers); id. § 64.6304(a)(1)(i)
(limiting the extension for non-facilities-based small voice service providers to June 30, 2022). Further, the
Commission granted voice service providers a continuing extension for the portions of their networks that rely on
technology that cannot initiate, maintain, or terminate SIP calls. See TRACED Act § 4(b)(5)(B); 47 CFR §
64.6304(d); Second Caller ID Authentication Report and Order, 36 FCC Rcd at 1892-96, paras. 66-70. The
implementation extensions for services scheduled for section 214 discontinuance ended on June 30, 2022, and the
implementation extensions for non-facilities-based and facilities-based small voice service providers ended on June
30, 2022, and June 30, 2023, respectively. In 2023, the Commission granted an indefinite extension of time for
small voice providers that are satellite providers originating calls using NANP numbers on the basis of the TRACED
Act’s undue hardship standard. See Sixth Caller ID Authentication Report and Order, 38 FCC Rced at 2614, para.
79.

14 TRACED Act § 4(b)(5)(C)(i).

15 See Second Caller ID Authentication Report and Order, 36 FCC Red at 1897-1905, paras. 74-89; 47 CFR §
64.6305(d)(1)-(2).

16 See Second Caller ID Authentication Report and Order, 36 FCC Red at 1903, para. 84.

17 See id. at 1902-03, paras. 82-85. Providers that must include confidential information to accurately and fully
comply with the Commission’s Robocall Mitigation Database filing requirements may seek confidential treatment of
that information pursuant to section 0.459 of the Commission’s rules. See 47 CFR § 0.459; Wireline Competition
Bureau Adopts Protective Order for Robocall Mitigation Program Descriptions, WC Docket No. 17-97, Public
Notice, Attach. (Protective Order), 36 FCC Rcd 14562, 14566, para. 2 (WCB 2021) (Protective Order).

18 See Second Caller ID Authentication Report and Order, 36 FCC Rcd at 1902, para. 82 (requiring voice service
providers to file, and those that did not fully implement STIR/SHAKEN to submit a robocall mitigation plan);
Gateway Provider Order 37 FCC Red at 6880, para. 34 (requiring gateway providers to file and submit a robocall
mitigation plan); Sixth Caller ID Authentication Report and Order, 38 FCC Rcd at 2588, para. 28 (requiring all
voice service providers and intermediate providers to file and submit a robocall mitigation plan).

19 The TRACED Act and our rules define voice service as “any service that is interconnected with the public
switched telephone network and that furnishes voice communications to an end user using resources from the North
American Numbering Plan” or any successor to that plan the Commission adopts and includes “transmissions from a
telephone facsimile machine, computer or other device to a telephone facsimile machine;” and without limitation,
“any service that enables real-time, two-way voice communications, including any service that requires internet
protocol-compatible customer premises equipment . . . and permits out-bound calling, whether or not the service is
one-way or two-way” VoIP. TRACED Act § 4(a)(2); 47 CFR § 64.6300(0). An entity that provides voice service is
a voice service provider.
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and non-gateway intermediate providers?'—are required to file certifications and robocall mitigation
plans in the Robocall Mitigation Database.?> The consequences for not doing so, or for filing
certifications and robocall mitigation plans that do not comply with the Commission’s rules, are severe.
They may include the imposition of a Commission forfeiture and/or the removal of a deficient filing from
the Database.?? The latter remedy effectively precludes the provider from operating as a provider of voice
services in the United States, as the Commission’s rules prohibit intermediate and terminating providers
from accepting traffic directly from any provider that does not appear in the Database.?* This prohibition,
which denies “a service provider access to the regulated U.S. voice network if [the Commission]
determines that the service provider’s . . . robocall mitigation practices are inadequate,”? recognizes the
importance of the information submitted to the Robocall Mitigation Database and its role as a tool for
enforcement and industry self-regulation.

A. Content Requirements for Robocall Mitigation Database Submissions

6. To start a filing in the Robocall Mitigation Database, providers must first obtain a
business-type FCC Registration Number (FRN) via the FCC’s Commission Registration System
(CORES)?*¢ and an FCC username and password.?’” An FRN is a unique 10-digit number assigned to a

(Continued from previous page)
20 See 47 CFR § 64.6300(d) (defining “gateway provider” as “a U.S.-based intermediate provider that receives a call
directly from a foreign originating provider or foreign intermediate provider at its U.S.-based facilities before
transmitting the call downstream to another U.S.-based provider” and further defining for the purpose of the rule
“U.S.-based” and “receives a call directly”).

21 See id. § 64.6300(i) (defining “non-gateway intermediate provider” as “any entity that is an intermediate provider
as that term is defined by paragraph (g) of this section that is not a gateway provider as that term is defined by
paragraph (d) of this section”); see also id. § 64.6300(g) (defining “intermediate provider” as “any entity that carries
or processes traffic that traverses or will traverse the public switched telephone network at any point insofar as that
entity neither originates nor terminates that traffic”).

22 See 47 CFR § 64.6305(d) (requiring voice service providers to submit a certification and robocall mitigation plan
in the Robocall Mitigation Database); id. § 64.6305(¢e) (requiring gateway providers to do the same); id. § 64.6305(f)
(requiring non-gateway intermediate providers to do the same).

23 See Second Caller ID Authentication Report and Order, 36 FCC Rced at 1903, para. 83; Gateway Provider Order
37 FCC Rcd at 6882, para. 40; Sixth Caller ID Authentication Report and Order, 38 FCC Rcd at 2603, para. 57.

2447 CFR § 64.6305(g)(1) (requiring intermediate providers and voice service providers to accept traffic sent
directly from a domestic voice service provider only if that provider’s filing appears in the Robocall Mitigation
Database and has not been delisted); id. § 64.6305(g)(2) (requiring intermediate provider and voice service providers
to accept traffic sent directly from a foreign voice service provider or foreign intermediate provider that uses North
American Numbering Plan resources that pertain to the United States in the caller ID field to send voice traffic to
residential or business subscribers in the United States only if that foreign provider’s filing appears in the Robocall
Mitigation Database and has not been delisted); id. § 64.6305(g)(3) (requiring intermediate providers and voice
service providers to accept traffic sent directly from a gateway provider only if that provider’s filing appears in the
Robocall Mitigation Database and has not been delisted); id. § 64.6305(g)(4) (requiring intermediate providers and
voice service providers to accept traffic sent directly from a non-gateway intermediate provider only if that
provider’s filing appears in the Robocall Mitigation Database and has not been delisted).

25 See Second Caller ID Authentication Report and Order, 36 FCC Rcd at 1904, para. 87.

26 CORES is the system the FCC uses to facilitate the assignment of FRNs to all persons and entities seeking to do
business with the Commission. 47 CFR § 1.8002(a); Amendments of Parts 1, 21, 61, 73, 74 and 76 of
Commission’s Rules, Adoption of Mandatory FCC Registration Number, MD Docket No. 00-205, Report and Order,
16 FCC Rced 16138 (2001); see also Amendment of Part 1 of the Commission’s Rules, Concerning Practice and
Procedure, Amendment of CORES Registration System, MD Docket No. 10-234, Notice of Proposed Rulemaking,
25 FCC Rced 17407, 17408-11, paras. 5-10 (2010) (explaining how CORES facilitates the Commission's compliance
with a variety of federal statutes and guidance, including but not limited to, the Debt Collection Improvement Act of
1996). Through CORES, users may register and manage an FRN; view financial standing (RED or Green Light
Status) with the FCC and make payments; pay application and regulatory fees; and manage Incentive Auction
(continued....)
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business or individual registering with the Commission that is used to identify the registrant’s business
dealings with the agency.?® Providers establish a CORES account and FRN to submit a new filing or
manage existing filings in the Robocall Mitigation Database.”” Once a provider’s FRN is selected in the
Database, the entity name and business address associated with that FRN are automatically populated in
the Robocall Mitigation Database certification form. These fields of the certification form are “read only
and may not be changed without changing the associated data in CORES.3°

E3]

7. To complete the remainder of the Robocall Mitigation Database certification form,
providers must manually enter additional information,?! including:

e Whether the provider has fully, partially, or not implemented the STIR/SHAKEN
authentication framework in the IP portions of its network;

¢ Confirmation that all of the calls that it originates on its network are subject to a robocall
mitigation program consistent with section 64.6305(a), (b), and/or (c);

o Confirmation that any prior Robocall Mitigation Database submission has not been removed
by Commission action and that the provider has not been prohibited from filing in the
Robocall Mitigation Database by the Commission;

e Any other business name(s) currently in use by the provider;
e All business names previously used by the provider;
e  Whether the provider is a foreign voice service provider;*?

e The name, title, department, business address, telephone number, and email address of one
person within the company responsible for addressing robocall mitigation-related issues;

e The provider’s role(s) in the call path;3

(Continued from previous page)
financials, among other functions. FCC, Commission Registration System (CORES),
https://apps.fce.gov/cores/userLogin.do (last visited July 11, 2024). Commission rules require that the information
used to obtain an FRN be kept current. 47 CFR § 1.8002(b)(2); Amendment of Part 1 of the Commission’s Rules,
Concern Practice and Procedure, Amend of CORES Registration System, MD Docket No. 10-234, Report and
Order, 36 FCC Red 10773, 10775, para. 6 (2021).

2T FCC, Robocall Mitigation Database Filing Instructions at 5, https.//www.fcc.gov/sites/default/files/rmd-
instructions.pdf (last visited July 11, 2024).

2847 CFR § 1.8001; FCC, FCC Registration Frequently Asked Questions,
https://apps.fce.gov/cores/publicHome.do?fag=true&csfrToken= (last visited July 11, 2024).

2 FCC, Robocall Mitigation Database Filing Instructions at 6, https.//www.fcc.gov/sites/default/files/rmd-
instructions.pdf.

30 Id. at 7, https://www.fcc.gov/sites/default/files/rmd-instructions.pdf.

31 See id. at 8-14, https://www.fcc.gov/sites/default/files/rmd-instructions.pdf.

32 See 47 CFR § 64.6300(c) (defining “foreign voice service provider” as “any entity providing voice service outside
the United States that has the ability to originate voice service that terminates in a point outside that foreign country
or terminate voice service that originates from points outside that foreign country”).

33 Sixth Caller ID Authentication Report and Order, 38 FCC Red at 2596-97, para. 42.

34 See id. at 2596, para. 44 (“Specifically, providers must indicate whether they are: (1) a voice service provider with
a STIR/SHAKEN implementation obligation serving end-users; (2) a voice service provider with a STIR/SHAKEN
obligation acting as a wholesale provider originating calls; (3) a voice service provider without a STIR/SHAKEN
obligation; (4) a non-gateway intermediate provider with a STIR/SHAKEN obligation; (5) a non-gateway
intermediate provider without a STIR/SHAKEN obligation; (6) a gateway provider with a STIR/SHAKEN
(continued....)
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e  Whether the provider is eligible for any STIR/SHAKEN implementation extensions or
exemptions;?’

¢ Information regarding the provider’s principals, affiliates, subsidiaries, and parent
companies;*°

¢ Information on any recent enforcement actions concerning illegal robocalls;*” and
e The provider’s Operating Company Number (OCN), if it has one.®

8. Once the certification is complete, providers must then upload a PDF file containing the
written description of their robocall mitigation programs.* Under the Commission’s rules, all providers
are required to develop robocall mitigation programs that include reasonable steps to avoid transmitting
illegal robocall traffic, and include commitments to respond within 24 hours to all traceback requests
from the Commission, law enforcement, and the industry traceback consortium, and to cooperate with
such entities in investigating and stopping any illegal robocallers that use its service to originate calls.*’
The Commission’s “reasonable steps” standard requires that a robocall mitigation program “‘include[]
detailed practices that can reasonably be expected to significantly reduce’ the carrying or processing (for

intermediate providers) or origination (for voice service providers) of illegal robocalls.”*!

(Continued from previous page)
obligation; (7) a gateway provider without a STIR/SHAKEN obligation; and/or (8) a foreign provider.”) (citations
omitted).

35 See id. at 2596-97, para. 45 (“Specifically, a filer asserting it does not have an obligation to implement
STIR/SHAKEN because of an ongoing extension, or because it lacks the facilities necessary to implement
STIR/SHAKEN, must both explicitly state the rule that exempts it from compliance and explain in detail why that
exemption applies to the filer.”) (citations omitted).

36 Id. at 2597, para. 46. Filers must provide sufficient detail regarding their ownership and management to facilitate
the Commission’s ability to determine whether the provider has been prohibited from filing in the Robocall
Mitigation Database. Id.

37 See id. at 2597-98, paras. 46-47 (requiring providers to “certify that they have not been prohibited from filing in
the Robocall Mitigation Database pursuant to a law enforcement action” and to provide information on whether it
has “been the subject of a formal Commission, law enforcement, or regulatory agency action or investigation with
accompanying findings of actual or suspected wrongdoing” concerning illegal robocalling, along with a description
of any such action or investigation).

38 See id. at 2599, para. 48.

39 FCC, Robocall Mitigation Database Filing Instructions at 20, https://www.fcc.gov/sites/default/files/rmd-
instructions.pdf. Providers that wish to designate a portion of their robocall mitigation program filing as
confidential may upload both confidential (i.e., unredacted) and non-confidential (i.e., redacted) documents pursuant
to the terms of the Protective Order adopted for Robocall Mitigation Database filings. See Protective Order, 36
FCC Rcd at 14566, para. 2 (defining confidential information filed as part of a robocall mitigation plan as
information filed consistent with the Protective Order or sections 0.459 or 0.461 of the Commission’s rules).

4047 CFR § 64.6305(2)(2), (b)(2), (¢)(2); see also Sixth Caller ID Authentication Report and Order, 38 FCC Red at
2580, para. 14 (“We require all providers to take reasonable steps to mitigate illegal robocalls and file mitigation
plans in the Robocall Mitigation Database—regardless of their STIR/SHAKEN implementation status or whether
they have the facilities necessary to implement STIR/SHAKEN.”) (emphasis in original).

41 Sixth Caller ID Authentication Report and Order, 38 FCC Red at 2590, para. 31. Certain additional requirements
apply based on the role the provider plays in the call path. For instance, voice service providers must describe how
they are meeting their existing obligation to take affirmative, effective measures to prevent new and renewing
customers from originating illegal calls, see 47 CFR § 64.6305(d)(2)(ii), and gateway providers and non-gateway
intermediate providers must describe their ‘know-your-upstream provider’ procedures designed to mitigate illegal
robocalls. Sixth Caller ID Authentication Report and Order, 38 FCC Red at 2594, para. 40 (citations omitted); see
also 47 CFR § 64.6305(d)(2)(ii), (e)(2)(ii), (f)(2)(ii). In addition, all providers must describe any call analytics
(continued....)
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9. The Commission has not otherwise mandated that providers include specific measures in
their mitigation plans,*? finding that providers require “flexibility in determining which measures to use to
mitigate illegal calls on their networks.”* At the same time, the Commission directed that providers must
comply with the practices specified in their robocall mitigation plans and that their robocall mitigation
programs will be deemed deficient if the provider knowingly or through negligence carries or processes
calls (for intermediate providers) or originates (for voice service providers) unlawful robocall
campaigns.** Further, a robocall mitigation plan will be deemed facially deficient if it does not provide
any information about the specific reasonable steps that the provider is taking to mitigate illegal
robocalls.* Providers that submit deficient robocall mitigation plans to the Robocall Mitigation Database
and fail to cure those deficiencies are referred to the Commission’s Enforcement Bureau for investigation
and potential removal from the Database,* after which all downstream providers will be prohibited from
carrying their traffic.*’

B. When and How Robocall Mitigation Database Submissions are Filed

10. Providers are required to submit Robocall Mitigation Database certifications and robocall
mitigation plans pursuant to deadlines set and announced by the Commission.*® Providers are also
required to update their submissions within 10 business days of any changes to required content.** For
instance, if the contact information provided for the individual within the company responsible for
robocall mitigation efforts has changed since the provider submitted its certification and robocall
mitigation plan to the Robocall Mitigation Database, the provider is required to update its submission to
include the current contact information within 10 business days of that change.

(Continued from previous page)
systems they use to identify and block illegal traffic, including whether they use a third-party vendor or vendors and
the name of the vendor(s). 47 CFR § 64.6305(d)(2)(i1), (e)(2)(i1), (f)(2)(ii).

42 See Sixth Caller ID Authentication Report and Order, 38 FCC Red at 2590, para. 31.

4 1d. at 2590, para. 31 n.118 (internal quotations omitted); see also id. n.117 (noting that “what constitutes a
‘reasonable step’ may depend upon the specific circumstances and the provider’s role in the call path”); Second
Caller ID Authentication Report and Order, 36 FCC Red at 1899, para. 76 (finding that such an approach “gives
voice service providers ‘the flexibility to react to traffic trends they view on their own networks and react
accordingly’”).

4 Sixth Caller ID Authentication Report and Order, 38 FCC Red at 2590, para. 31; Second Caller ID Authentication
Report and Order, 36 FCC Rced at 1900-02, paras. 78-81.

4 See Sixth Caller ID Authentication Report and Order, 38 FCC Rcd at 2604, para. 61. For example, robocall
mitigation plans that only include a generalized statement that a robocall mitigation plan is in place or merely recite
the Commission’s rules for robocall mitigation will be deemed facially deficient. Id. at 2404-05, paras. 61-62.

46 See infra Section I11.B.2.
47 See 47 CER § 64.6305(g)(1)-(4).

48 Most recently, all existing filers were required to file updated certifications and robocall mitigation plans in the
Robocall Mitigation Database by February 26, 2024, to comply with new content requirements adopted by the
Commission in the Sixth Caller ID Authentication Report and Order. See 2024 Robocall Mitigation Database
Public Notice, at 1-2. The Sixth Caller ID Authentication Report and Order also expanded the scope of providers
subject to the Commission’s caller ID authentication and robocall mitigation rules. /d. at 1-2 & n.2. Those
providers were also required to file certifications and robocall mitigation plans in the Robocall Mitigation Database
by February 26, 2024. Id. at 1-2.

49 See 47 CFR § 64.6305(d)(5), (e)(5), (1)(5); Sixth Caller ID Authentication Report and Order, 38 FCC Red at
2595-96, para. 42.
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11. All Robocall Mitigation Database submissions are filed via a portal accessible on the
Commission’s website at https://www.fcc.gov/robocall-mitigation-database.’® After entering all of the
required content, the provider’s submission must be electronically signed by an officer of the company
who certifies, under penalty of perjury, that the information included in the submission is true and
correct.’! The submission is then accepted by the system. Instructions to assist filers with completing
their Robocall Mitigation Database submissions are available on the Commission’s website,*? as well as
other reference documents providing guidance to providers on what is required to comply with the
Commission’s rules.” Any provider or member of the public may view submissions to the Robocall
Mitigation Database via the Commission’s website or download a list of them as a .CSV file.>*

II1. DISCUSSION

12. The Robocall Mitigation Database is a critical tool in the Commission’s efforts to ensure
compliance with its STIR/SHAKEN and robocall mitigation rules and protect the public from the harms
caused by illegal robocalling campaigns. Many stakeholders outside of the Commission also depend on
the information in the Robocall Mitigation Database to make important decisions that directly impact
consumers. Downstream providers use the information in the Database to determine whether they are
permitted to carry traffic on their networks, and other consumer protection and enforcement bodies use
the information to pursue their own investigations into suspected illegal robocalling activities under
applicable laws. Information submitted to the Robocall Mitigation Database by providers must be
accurate and complete, and the Commission’s requirements for filing in the Database and related
accountability measures must promote accuracy, thoroughness, and continued diligence.

13. A review of filings in the Robocall Mitigation Database indicates that, among some
providers, diligence is lacking. We have identified deficiencies ranging from failures to provide accurate
contact information to failing to submit robocall mitigation plans that in any way describe reasonable
robocall mitigation practices.>> While the Commission has acted to support the integrity of Robocall
Mitigation Database information by removing deficient filings through enforcement actions>® and remains
committed to doing so, there may be ways that the Commission could incentivize providers to avoid
submitting deficient filings to the Database in the first instance through additional procedural steps,

30 The Commission has delegated authority to the Wireline Competition Bureau (Bureau) to establish the form and
format of submissions to the Robocall Mitigation Database. See Sixth Caller ID Authentication Report and Order,
38 FCC Rcd at 2600-01, para. 52. The Bureau provides detailed filing instructions on the Robocall Mitigation
Database landing page at https://fccprod.service, nowservices.com/rmd?id=rmd_welcome.

31 See 47 CFR § 64.6305(d)(3), (e)(3), (f)(3); FCC, Robocall Mitigation Database Filing Instructions at 21,
https://www.fcc.gov/sites/default/files/rmd-instructions.pdf.

22 FCC, Robocall Mitigation Database Filing Instructions, https://www.fcc.gov/sites/default/files/rmd-
instructions.pdf.

3 See, e.g., 2021 Robocall Mitigation Database Public Notice, 36 FCC Red 7394; Wireline Competition Bureau
Announces Deadlines for Gateway Provider Robocall Mitigation Requirements and Additional Compliance Dates
and Filing Instructions, WC Docket No. 17-97, Public Notice, 37 FCC Rcd 14586 (WCB 2022) (2022 Robocall
Mitigation Database Public Notice); 2024 Robocall Mitigation Database Public Notice, DA 24-73; Wireline
Competition Bureau Issues Caller ID Authentication Best Practices, WC Docket Nos. 17-97 and 20-324, Public
Notice, 35 FCC Rced 14726 (WCB 2020); FCC, Robocall Mitigation Database, https://www.fcc.gov/robocall-
mitigation-database.

34 While all information in Robocall Mitigation Database certifications is required to remain public, providers may
request confidential treatment of information provided in their robocall mitigation plans consistent with sections
0.459 or 0.461 of the Commission’s rules, 47 CFR §§ 0.459, 0.461, and the Protective Order adopted for Robocall
Mitigation Database filings. See Protective Order, 36 FCC Rcd at 14566, para. 2.

55 See Removal Orders.

56 See id.
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accountability measures, and technical validation solutions. In addition to improving the overall quality
of submissions to the Robocall Mitigation Database, such measures may also deter bad actors that wish to
evade our rules by deliberately submitting false or misleading information to the Database in an effort to
ensure the traffic they send is carried by downstream providers.

14. We initiate this proceeding to propose and seek comment on additional procedural and
accountability measures for the Robocall Mitigation Database to make it as effective as possible for the
providers and government entities that use it, and thus the consumers it was instituted to protect.
Specifically, we:

e Propose to amend the Commission’s rules to require providers to update information they
have submitted to CORES within 10 business days of any changes to ensure that the
business name and address information automatically populated into Robocall Mitigation
Database submissions from that system is current;

e Propose to require multi-factor authentication each time a provider accesses the Robocall
Mitigation Database;

e Seek comment on requiring providers to obtain a unique Personal Identification Number
(PIN) that must be provided before the Robocall Mitigation Database will accept a
submission;

e Seek comment on requiring providers to remit a filing fee for submissions to the Robocall
Mitigation Database;

e Seek comment on technical solutions that will scan Robocall Mitigation Database
submissions, flag data discrepancies, and require providers to resolve such discrepancies
before the submission is accepted by the filing system;

e Propose base and maximum forfeiture amounts for submitting inaccurate or false
information to the Robocall Mitigation Database, or failing to update information that has
changed within 10 business days, as required by the Commission’s rules;

e Propose to authorize downstream providers to permissively block traffic from Robocall
Mitigation Database filers that have been given notice of facial deficiencies in their
robocall mitigation plans and failed to correct those deficiencies within 48 hours; and

e Seek comment on additional procedural steps the Commission could require to encourage
providers to submit accurate and complete information to the Robocall Mitigation
Database and CORES and keep that information current.

We estimate that the gains—including reduced fraud, avoided aggravation, and enhanced consumer
confidence—should far exceed any added compliance burdens. We seek comment on the costs and
benefits of our proposals outlined below.

A. Measures to Improve the Quality of Robocall Mitigation Database Submissions

15. In this section, we seek comment on procedural and technical measures to improve the
overall quality of Robocall Mitigation Database submissions in order to make the Database more effective
for all stakeholders who use it. First, we seek comment on any additional steps filers should be required
to affirmatively take to ensure the accuracy of information submitted to the Robocall Mitigation
Database, and to ensure that such information remains accurate and up-to-date over time. Second, we
seek comment on any technical solutions that the Commission could deploy to validate data in
submissions and flag discrepancies before they are accepted by the Robocall Mitigation Database.

10
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1. Procedural Steps to Improve the Accuracy of Robocall Mitigation Database
Filings
16. We seek comment on whether the Commission should adopt additional procedural steps

for Robocall Mitigation Database filings to improve and ensure the accuracy of information contained in
the Robocall Mitigation Database. We believe that there is ample information in the Commission’s rules,
orders, public notices, filing instructions, and other materials to advise providers on what they must file in
the Robocall Mitigation Database to comply with our rules.’” We now turn to explore ways to improve
diligent adherence to those requirements by filers. We, therefore, seek comment on measures that will
prompt providers to affirmatively verify that the information they submit is responsive to the
Commission’s legal requirements and factually accurate, and to incentivize compliance with the on-going
requirement to keep information in the Robocall Mitigation Database current. In addition to the specific
measures discussed below, we invite general comment on procedures that we could adopt that would
achieve these goals.

17. Requiring Filers to Update Information in CORES. We first propose adopting a rule to
require providers to update any information submitted to CORES within 10 business days of any changes
to that information. As noted above, a CORES account and FRN are required to file in the database. A
user’s FRN is uniquely associated with each Robocall Mitigation Database filing, and the entity name and
address associated with this FRN in CORES are imported directly into the Database along with a user’s
FRN.*® Currently, section 1.8002 of the Commission’s rules, which governs obtaining an FRN, requires
that information submitted by registrants, including the entity’s name and address, “be kept current.”® It
does not, however, establish a deadline for submitting updates after a change in information occurs.
Thus, information in CORES may be out of date at the time a provider submits a certification and
robocall mitigation plan to the Robocall Mitigation Database, resulting in inaccurate information being
imported into the Database.

18. We therefore propose to require all entities and individuals that register in CORES to
update any information required by the system within 10 business days of any changes, as is currently
required for filings in the Robocall Mitigation Database.®® We seek comment on the benefits and burdens
of this proposal. We believe a requirement to update contact information promptly would not impose any
significant costs on CORES users, which are already obligated to keep their information current under
section 1.8002, and that any incidental burdens are easily outweighed by the significant interests of the
Commission and other stakeholders in obtaining accurate identifying information from the Commission’s
databases. This is particularly true given that other Commission databases beyond the Robocall

37 See, e.g., 47 CFR 63.6405(d)-(f); Second Caller ID Authentication Report and Order, 36 FCC Red at 1897-1903,
paras. 74-85; Gateway Provider Order, 37 FCC Rcd at 6880-86, paras. 34-50; Sixth Caller ID Authentication Report
and Order, 38 FCC Rced at 2588-2601, paras. 28-52; 2021 Robocall Mitigation Database Public Notice, 36 FCC
Red 7394; 2022 Robocall Mitigation Database Public Notice, 37 FCC Red 14586; 2024 Robocall Mitigation
Database Public Notice, DA 24-73; FCC, Robocall Mitigation Database Filing Instructions,
https://www.fcc.gov/sites/default/files/rmd-instructions.pdf.

38 This contact information, along with a taxpayer identification number (TIN), such as a Social Security Number
(SSN) for individuals, or an Employer Identification Number (EIN) for businesses is entered by users when they
create a CORES account and complete an FRN registration form. FCC, Commission Registration System (CORES),
Frequently Asked Questions, https://apps.fcc.gov/cores/userLogin.do.

3947 CFR § 1.8002(b)(2).

60 47 CFR § 64.6305(d)(5), (e)(5), (f)(5); see also 47 CFR § 52.15(g)(3)(x) (requiring an interconnected VoIP
provider requesting numbering resources directly from the Numbering Administrators to “[m]aintain the accuracy of
all contact information and certifications in its application” and, if any contact information or certification is no
longer accurate, to “file a correction with the Commission . . . within thirty (30) days of the change of contact
information or certification”).
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Mitigation Database similarly make use of contact information imported directly from CORES.®! We
seek comment on this view. Are there nevertheless any countervailing burdens that the Commission
should consider in weighing this proposal? How should the Commission enforce such a requirement, if it
were adopted? Should this proposed deadline apply to all entities registering for an FRN, or only those
that must file in the Robocall Mitigation Database? Since Robocall Mitigation Database filers must
obtain a business-type FRN in order to submit a certification, should we apply this requirement only to
business-type FRNs, rather than individual FRNs? Are there reasons a longer duration of time may be
necessary for individual FRN holders? Are there alternative proposals the Commission should consider
to ensure the accuracy of information submitted to CORES, and by extension, other FCC databases that
make use of information imported from CORES?

19. Multi-Factor Authentication. We seek comment on whether to deploy multi-factor
authentication functionality for the Robocall Mitigation Database and whether to require providers to use
such technology in order to submit a filing to the Database. Multi-factor authentication, which requires
use of multiple authentication protocols in order to grant access to an account—for example, a password
and a one-time verification code—is more secure than authentication with a username and password
alone.®> We note that the Commission’s Office of Managing Director recently required all CORES users
to undergo two-factor authentication each time a user logs into CORES.® Under this system users are
“prompted to request a six-digit secondary verification code, which will be sent to the email address(es)
associated with each username.”®* The code must then be entered into CORES by the user before
accessing their account. Would a more robust authentication system of this kind be beneficial for the
Robocall Mitigation Database? Why or why not? If the Commission were to require multi-factor
authentication for the Database, what type of authentication protocol should the Commission employ?
For example, in addition to a password, should the Commission require use of a one-time verification
code provided by an authentication app or physical security key? We tentatively conclude that, under
applicable OMB policy, if the Commission adopts multi-factor authentication for the Robocall Mitigation
Database, we also will have to afford users the option to use “phishing-resistant authentication”
methods.®> We seek comment on this understanding and on users’ expectations regarding authentication
methods. We also seek comment on the benefits and burdens associated with different means of
deploying such functionality.

20. Requiring Filers to Obtain a PIN to File in the Robocall Mitigation Database. In
addition, or as an alternative to the multi-factor authentication methods discussed above, we seek
comment on increasing accountability for the accuracy of information submitted to the Robocall
Mitigation Database by requiring an officer, owner, or other principal of a provider (collectively,
“officer”) to obtain a PIN that must be entered before an Robocall Mitigation Database submission is
accepted by the filing system. Currently, an officer is required to electronically sign a provider’s

61 See, e.g., FCC, Intermediate Provider Registry Instructions at 5 (Sept. 2020),
https://www.fcc.gov/file/19240/download.

2 See Federal Trade Commission, Use Two-factor Authentication to Protect Your Accounts,
https://consumer.ftc.gov/articles/use-two-factor-authentication-protect-your-accounts#Two.

93 Office of Managing Director Announces Implementation of Additional Security Safeguards for Users of FCC'’s
Commission Registration System (Cores), DA 24-219 (OMD Mar. 7, 2024) (Two-Factor Authentication Notice).

% Two-Factor Authentication Notice (finding that “[t]his additional layer of security will further safeguard against
unauthorized access, thereby enhancing the overall integrity of information contained within the CORES system and
improving the security of user data”).

65 See Office of Management and Budget, Memorandum for the Heads of Executive Departments and Agencies,
Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, M-22-09 (Jan. 26, 2022) (“[P]ublic-
facing agency systems that support MFA must give users the option of using phishing-resistant authentication within
one year of the issuance of this guidance.”).
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Robocall Mitigation Database certification.®® By doing so, the officer declares that “under penalty of
perjury” the information provided in the Robocall Mitigation Database submission is true and correct.®’
As noted above, the provider’s business name and address is imported from CORES, and contact
information for an employee of the company responsible for robocall mitigation must be provided.®® An
officer is not, however, required to provide their own direct contact information or to make more specific
certifications with respect to their role in ensuring that the provider submits and maintains accurate
information in the Robocall Mitigation Database. We are concerned that this may lead to consultants and
provider employees completing Robocall Mitigation Database submissions without sufficient diligence,
and that an additional verification step by the responsible officer may be necessary to ensure that
Robocall Mitigation Database certifications and robocall mitigation plans are submitted and kept up-to-
date in accordance with our rules.

21. We therefore seek comment on whether we should require the signing officer to submit
additional information and certifications to obtain a PIN that must be used to submit an Robocall
Mitigation Database certification. Specifically, we seek comment on requiring the officer to complete a
form, separate from the filing in the Robocall Mitigation Database and prior to certification thereto can be
submitted, that collects: (1) A non-P.O. box street address and telephone number for the location of the
office where the officer does business, and a direct business e-mail address for the officer;% (2) a business
address, telephone number, and e-mail address for the provider’s registered agent for service of process in
the District of Columbia (or a certification that such an agent is not required by section 1.47(h) of the
Commission’s rules); and (3) certifications, under penalty of perjury pursuant to section 1.16 of the
Commission’s rules, that the officer:

e [s authorized to submit the PIN form, Robocall Mitigation Database certification, and
robocall mitigation plan on behalf of the provider;

e Has personally reviewed the provider’s Robocall Mitigation Database certification and
robocall mitigation plan and verifies that the information provided in both is true and
accurate;

e  Verifies that the information in the PIN form is true and accurate;

e Understands that the provider is required to update the information submitted to the Robocall
Mitigation Database within 10 business days of any changes, and that failure to do so could
result in the provider’s filing being removed from the Robocall Mitigation Database and
additional penalties permitted under law, including a forfeiture as discussed in Section B.1
below; and

e Understands that any false statements on the PIN form and in the Robocall Mitigation
Database submissions can be punished by fine or forfeiture under the Communications Act,
47 U.S.C. §§ 502, 503(b), and removal of the provider’s filing from the Robocall Mitigation
Database.

22. We tentatively conclude that we have authority to adopt this information collection under
the provisions of the Communications Act cited herein.”” We seek comment on this tentative conclusion

% 47 CFR § 64.6305(d)(3), (€)(3), (H)(3).

67 FCC, Robocall Mitigation Database External Filing Instructions (Jan. 2024),
https://www.fcc.gov/sites/default/files/rmd-instructions.pdf, at 21; see also 47 CFR § 1.16.

8 See supra Section II.

% By direct business e-mail address, we mean a business e-mail address associated with the officer individually and
used by them to conduct business in their official capacity, rather than a general e-mail inbox, such as
“robocall.mitigation@provider.com,” which is not tied to any specific individual(s).

70 See infra Section IV.
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and on whether requiring the submission of this information to obtain a PIN to file in the Robocall
Mitigation Database will improve the accuracy of the information in the Database. In particular, we seek
comment on whether such a system would dissuade inaccurate or inadequately reviewed filings, or filings
by bad actors by: (1) increasing direct accountability by an officer for reviewing, understanding, and
verifying the contents of a provider’s filing; and (2) providing additional direct contact information that
can be used in enforcement actions if the business information imported from CORES or robocall
mitigation contact information submitted to the Robocall Mitigation Database is inaccurate or becomes
out of date. We seek comment on the scope of this information collection and whether it is sufficient to
achieve these objectives. Should we collect additional or different information and certifications, and if
so, what? Is there information that we could also collect to verify that the person completing the form is,
in fact, an officer of a legitimate provider?”" Should we require that all filers, even those not required to
under section 1.47(h) of the Commission’s rules, have a registered agent in the District of Columbia and
report that information via this separate PIN form? We believe that doing so would aid in Commission
investigations into bad actors that should be removed from the Database and for purposes of service of
process. We seek comment on whether and how such a requirement would facilitate these or other goals.

23. We seek comment on the benefits and burdens of such an information collection, and on
any alternative approaches. What are the burdens and potential consequences of collecting this
information? How could we mitigate these burdens? Are there, for example, confidentiality or privacy
issues with collection of this information? Because the information that we propose to collect is about
individuals in their official or business capacities, we expect that this information is low sensitivity,
reducing the privacy risk associated with this proposed collection.” We also anticipate that, relative to
other Commission programs that collect personally identifiable information (PII) and/or Privacy Act
records, fewer individuals, who generally are not members of vulnerable populations, will be required to
submit this low-sensitivity information to the database, further reducing the privacy risk.””> We seek
comment on this analysis. We also note that our proposed requirement, discussed above, that filers
update their information in CORES will help ensure the accuracy, relevance, timeliness, and
completeness of the PII and/or records that we are proposing to collect.”* Additionally, under the Federal
Information Security Modernization Act of 2014 (FISMA), any information system that we would use to
collect information and provide PINs would need to have applicable privacy and security controls to
ensure the confidentiality, integrity, and availability of such information.”> We therefore tentatively
conclude that the overall privacy risk associated with this collection of information would be low. We
seek comment on this tentative conclusion and the reasons for it. We also seek comment on whether the
collection of this information would cause any undue delays for providers in submitting their filings.

24, We seek comment on the method by which the Commission could collect this
information and generate the PIN for use by the officer when submitting an Robocall Mitigation Database
filing. We expect that this information collection would require the use of a platform accessed via the
Commission’s website that would allow the officer to complete a digital form and then generate the PIN.
We seek comment on any such platforms or other PIN-generating solutions that are currently in use,

71 To the extent necessary, the Commission will make necessary changes to the applicable System of Records under
the Privacy Act. See Federal Communications Commission, Privacy Act of 1974, System of Records, 88 F.R. 77580
(Nov. 13, 2023) (FCC-2, Business Contacts and Certifications).

72 See, e.g., Office of Management and Budget, Memorandum for Heads of Executive Departments and Agencies,
Preparing for and Responding to a Breach of Personally Identifiable Information, OMB M-17-12, at 21 (2017).

3 1d.; see also 42 U.S.C. § 2000ee-2(a)(5) (privacy impact assessment requires consideration of number of people
affected).

74 OMB, To the Heads of Executive Departments and Agencies, Managing Information as a Strategic Resource,
Circular A-130, Section 5(f)(1)(e) (2016).

7544 U.8.C. § 3554.
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including any that are currently employed by other federal agencies. Are there other procedural issues we
should consider? For example, should a provider be required to submit a new PIN form within 10
business days if the officer leaves the company or any information on the form changes? Should we
require providers to obtain a PIN each time they revise their filing (i.e., a unique PIN for each
submission) or just once (i.e., a unique PIN for each filer)? In keeping with the two-factor authentication
protocol deployed recently for CORES, we believe that requiring a PIN for each submission would
provide greater security benefits. We seek comment on this view.

25. We also seek comment on whether to require all providers that have already filed in the
Robocall Mitigation Database to submit the separate form we propose above’ as a prerequisite to
obtaining a PIN, so that the Commission has the same information on file for all providers in the
Database. We also seek comment on any procedural steps that would guard against bad actors submitting
false information to obtain a PIN. Finally, we seek comment on delegating authority to the Wireline
Competition Bureau, in consultation with the Office of the Managing Director, to take the steps necessary
to implement any system for collecting the information required to generate and provide Robocall
Mitigation Database filers with a PIN, to publish instructions for providers on how to use the system, and
to establish additional filing requirements needed to achieve the objectives of the system.

26. Requiring Providers to Remit a Filing Fee. We next seek comment on requiring
providers to pay a fee when submitting filings to the Robocall Mitigation Database. Section §(a) of
Communications Act states that “[t]he Commission shall assess and collect application fees at such rates
as the Commission shall establish in a schedule of application fees to recover the costs of the Commission
to process applications.””” Pursuant to the requirements of the RAY BAUM’s Act,” the Commission has
adopted a schedule of fees based on the cost of processing applications, with cost determined based on
direct labor costs.” The Commission uses time and staff compensation estimates to establish the direct
labor costs of application fees, which are in turn based on applications processed by Commission staff
found to be typical in terms of the amount of time spent on processing each type of application.®’ In

76 Supra para. 21.

7747 U.S.C. § 158(a). In 2018, as part of the RAY BAUM’S Act of 2018, Congress revised the Commission’s
application fee authority by amending section 8 and adding section 9A to the Communications Act. Repack
Airwaves Yielding Better Access for Users of Modern Services Act of 2018 (RAY BAUM’S Act), Consolidated
Appropriations Act, 2018, Pub. L. No. 115-141, 132 Stat. 1084, Division P, Title I, § 103 (2018). Prior to the RAY
BAUM’S Act, the Commission had limited authority to amend the application fee schedule, which was set out by
Congress. The Commission was required to simply adjust these fees every two years to reflect changes in the
Consumer Price Index; the Commission did not have the authority to make other changes to application fees or to
add or delete fee categories. See Amendment of the Schedule of Application Fees Set Forth in Sections 1.1102
through 1.1109 of the Commission’s Rules, Notice of Proposed Rulemaking, 36 FCC Red 1618, 1619, para. 3
(2020) (Application Fee NPRM).

78 In order to implement the RAY BAUM’S Act, the Commission sought comment on and adopted a new
streamlined schedule of application fees that aligns with the types of applications the Commission now receives and
correlates the fees charged to the costs of processing the associated applications. See Application Fee NPRM, 36
FCC Rcd at 1618-19, para. 1; Amendment of the Schedule of Application Fees Set Forth in Sections 1.1102 through
1.1109 of the Commission’s Rules, MD Docket No. 20-270, Report and Order, 35 FCC Rcd 15089 (2020) (2020
Application Fee Report and Order).

7 See 2020 Application Fee Report and Order, 35 FCC Red at 15092, para. 10. In reviewing any particular
methodology, it is important to note that the agency is not required to calculate its costs with “scientific precision.”
Central & Southern Motor Freight Tariff Ass 'n v. United States, 777 F.2d 722, 736 (D.C. Cir. 1985). Instead,
reasonable approximations will suffice. Id.; Mississippi Power & Light v. U.S. Nuclear Regulatory, 601 F.2d 223,
232 (5th Cir. 1979); National Cable Television Ass’'nv. FCC, 554 F.2d 1094, 1105 (D.C. Cir. 1976); 36 Comp. Gen.
75 (1956).

80 See 2020 Application Fee Report and Order, 35 FCC Red at 15092-93, paras. 11-12 (“We estimated the direct
labor costs to process a particular application by multiplying an estimate of the number of hours needed for each
(continued....)
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applying our statutory authority, we adhere to the goal of ensuring that our fees are fair, administrable,
and sustainable.?!

27. We tentatively conclude that submissions to the Robocall Mitigation Database are
“applications” within the meaning of the RAY BAUM’s Act.?? The Commission has broadly construed
the term “applications” to apply to a wide range of submissions for which filing fees are required,®
including tariff filings containing the rates, terms, and conditions of certain services provided by
telecommunications providers. Following a period of public notice, a tariff filing is deemed accepted
unless the Commission takes action, which can include suspension or rejection of the tariff filing by
staff.#* We believe this process is analogous to Robocall Mitigation Database filings, which are accepted
upon submission but may be subject to further action by the Commission, including removal from the
Robocall Mitigation Database for failure to cure any identified deficiencies.®® We thus believe that
Robocall Mitigation Database filings may be deemed applications for the purposes of requiring a filing
fee, and seek comment on this view.3¢

28. Further, the Commission’s review of Robocall Mitigation Database submissions requires

(Continued from previous page)
task, up through first-level supervisory tasks required to process the application, by an estimate of the labor cost per
hour for the employee performing the task and by an estimate of the probability that the task needed to be
performed.”).

81 Id. at 15089-90, 15091-92, paras. 1, 7. This is the same overarching set of goals we employ in the context of our
regulatory fee collections. See Procedures for Assessment and Collection of Regulatory Fees, Notice of Proposed
Rulemaking, 27 FCC Rcd 8458, 8464-65, paras. 14-16 (2012) (explanation of the three longstanding goals). The
application of our overarching program goals, however, must work within the language of the statute. Moreover, in
administering the application fee authority, we are also mindful of other general limits of fee authority. See
National Cable Television Ass'n v. United States, 415 U.S. 336, 340-41 (1974) (construing Independent Offices
Appropriations Act) (I0OAA)); see also National Cable Television Ass'n, 554 F.2d at 1106 & n.42. While the [OAA
no longer applies to the Commission, we are nevertheless cognizant of broader legal issues raised by user fee and/or
regulatory fee precedent. See House of Representatives Report No. 99-453 (1985) at 433 (noting the significance of
National Cable and explaining that IOAA no longer applies to the Commission with the passage of other specific
fee authority, application fees, in COBRA-85).

82 Consolidated Appropriations Act, 2018, Pub. L. No. 115-141, 132 Stat. 1084, Division P — RAY BAUM’s Act of
2018, Title I, § 103 (2018).

83 2020 Application Fee Report and Order, 35 FCC Red at 15128, paras. 123-24.
84 1d.

85 See infrra Section III.B.1. Additionally, the application fee proposed here in some ways mirrors the fee charged
for filing formal complaints and pole attachment complaints. In calculating the fee for such complaints, the
Commission noted that staff must still review the complaint after its receipt “for general conformance with the
Commission’s complaint rules to determine if it is accepted for adjudication.” 2020 Application Fee Report and
Order, 35 FCC Rced at 15130, para. 131. In response to a commenter’s argument that the fee for formal complaints
should be lower, the Commission explained that the fee being assessed also covers “the costs of adjudicating such
complaints.” Id. Thus, even after a complaint is filed and “a letter to the parties [is sent] indicating that the filing
has been accepted or rejected,” Commission staff—Ilike here—must still engage in a lengthy review process
thereafter that involves “significant work” in order to adjudicate, i.e., process, the complaint. /d. at 15131, paras.
131-32.

8 We note that in the 2020 Application Fee Report and Order, the Commission recognized that, as a result of the
changes it made then and “those made previously to implement the RAY BAUM’s Act . . . with respect to
regulatory fees,” further revisions to the Part 1, Subpart G, Schedule of Statutory Charges and Procedures for
Payment may be required. 2020 Application Fee Report and Order, 35 FCC Red at 15153, para. 191. Since the
creation of the Robocall Mitigation Database, which occurred after the adoption of the Application Fee NPRM, the
Commission has gained a fuller understanding of the costs involved in processing submissions thereto, and now
proposes a filing fee consistent with those costs.
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a significant investment of labor hours that continues to increase. The original requirement for voice
service providers to file certifications and robocall mitigation plans in the Robocall Mitigation Database
resulted in more than 2,600 submissions. As noted above, the Commission has since expanded the scope
of providers required to file in the Database and the information that must be filed. As a result, there are
currently approximately 9,000 filings in the Robocall Mitigation Database, each comprising not only a
certification form, but also a robocall mitigation plan that details the specific steps the provider is taking
to mitigate illegal robocall traffic.®’

29. Each of those submissions must be reviewed by Commission staff to determine if they
comply with the requirements of the Commission’s caller ID authentication and robocall mitigation rules.
This compliance review process requires significant staff resources, including analysts to review each
filing, attorneys to perform compliance assessments, and a supervisory attorney to oversee the process
and coordinate the referral of any deficient filings to the Enforcement Bureau. We estimate that this
process involves $100 per filing in costs.®® We therefore propose to add “Robocall Mitigation Database
Certification” as a service requiring an application fee in section 1.1105 of the Commission’s rules,** and
to set that application fee based on this cost estimate. We seek comment on whether it is appropriate for
the Commission to assess an application fee for Robocall Mitigation Database submissions based on these
costs, and if not, the scope of costs that should serve as the basis for the fee, if any. In so doing, we
remind commenters that our section 8 authority is distinct from the Commission’s authority with respect
to other collections.”® Application fees collected by the Commission are deposited in the general fund of
the U.S. Treasury. Thus, while the determination of the fee amount will be based on cost, the collected
fees are not used to fund Commission activities. In crafting comments, we ask that commenters explain
whether their proposals are supported by the statute.

30. In addition, although not a basis for proposing a fee for Robocall Mitigation Database
filings, we believe that requiring providers to submit a fee may have collateral public interest benefits,
including (1) discouraging filings by bad actors by requiring them to use a traceable payment method; and
(2) incentivizing better filings by requiring entities to incur a nominal expense upon filing or refiling,
should they be removed from the Database for noncompliance. We seek comment on these beliefs.

87 See FCC, Robocall Mitigation Database, https://fccprod.servicenowservices.com/rmd?id=rmd_listings.

8 The Bureau estimates that each filing will require 40 minutes of analyst review at the GS-12 level; 20 minutes of
attorney review at the GS-14 level; and 15 minutes of attorney supervisory review at the GS-15 level. The estimated
total labor costs (including 20% overhead) for the analyst review (GS-12, step 5) of each filing is $43 (0.66 hours *
$64.64 = $43). The estimated labor costs (including 20% overhead) for the attorney review (GS-14, step 5) for each
filing is $32.95 (0.33 hours * $98.84 = $32.95). The estimated total labor costs (including 20% overhead) for the
attorney supervisory review (GS-15, step 5) for each filing is $26.71 (0.25 hours * $106.85 = $26.71). The total
labor costs per filing review is $102.66 ($43 + $32.95 + $26.71). Salary data is sourced from the Office of
Personnel Management and include overhead costs based on 2,087 annual hours. OPM, Salary Table 2024-DCB,
https://www.opm.gov/policy-data-oversight/pay-leave/salaries-wages/salary-tables/pdf/2024/DCB.pdf. Based on
these hourly rates and the estimated time for processing each filing, the Bureau proposes that the filing fee is $100
per filing, and we seek comment on this determination.

8 47 CFR § 1.1105.

% In particular, the Commission is required by Congress to assess and collect as an offsetting collection regulatory
fees each year in an amount that can reasonably be expected to equal the amount of the Commission’s Salaries and
Expenses (S&E) annual appropriation. 47 U.S.C. § 159. The Commission is also directed by Congress to recover,
as an offsetting collection, against auction proceeds costs incurred, subject to an annual cap, in developing and
implementing our section 309(j) spectrum auctions program. Both such collections are deposited with the U.S.
Treasury and credited to the Commission’s account. 47 U.S.C. §§ 159(f), 156(a), and 309(j)(8)(B). For more
information about the Commission’s collections and budgetary authority, the Commission’s annual financial
statement and budget estimates for Congress provide helpful material.
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31. We seek comment on when the Commission should collect the fee. Should they be
collected only with initial filings or also when filings are updated, given that Commission staff will need
to re-review the updated filings? We note that currently, there is no requirement that providers refile in
the Database, outside of a change in the underlying information contained in the filing, or a change in the
Commission’s Robocall Mitigation Database filing requirements necessitating providers to resubmit their
filings.”! Should the fee be collected from existing filers, and if so, under what circumstances—e.g.,
when a provider refiles to update their information? Should the fee be collected if a provider refiles after
being removed from the Robocall Mitigation Database pursuant to an enforcement action? Would
assessing a refiling fee deter providers, particularly smaller providers, from updating their policies and
procedures? We seek comment on these and any other procedural matters relevant to the collection of a
filing fee for the Robocall Mitigation Database.

32. Red-Light Rule. Finally, we seek comment on whether to apply the Commission’s “red-
light” rule to Robocall Mitigation Database filings. Under the red light rule, the Commission will not
process applications and other requests for benefits by parties that owe non-tax debt to the Commission.?
In the context of our rules implementing the Debt Collection Improvement Act, the Commission has
noted some filings with the Commission go into effect immediately “thus precluding a check to determine
if the filer is a delinquent debtor before the request goes into effect.” In such situations, the Commission
has the ability to take appropriate action after the fact for noncompliance with any of the Commission’s
rules.”* In the context of filings to the Commission’s Intermediate Provider Registry, which similarly
“make[s] registrations immediately effective upon receipt,” the Commission determined that “any
applicable red-light check will be conducted after intermediate provider registration; appropriate action, if
any, will be taken against intermediate providers who are later discovered to be delinquent debtors,
including de-registration.” We seek comment on whether to apply such an approach to Robocall
Mitigation Database filings, and on any alternative approaches to conducting a red-light check for
Database filers.

2. Availability and Use of Data Validation Tools

33. We seek comment on technological and marketplace innovations that the Commission
could employ to validate data entered into Robocall Mitigation Database filings and require filers to take
a more proactive role in ensuring that accurate and complete information is submitted to the Database in
the first instance. Specifically, we seek comment on software and other technical solutions that would
cross-reference addresses and other contact details submitted by filers against other data sources and flag
actual or potential discrepancies for filers to resolve. What tools could be used to cross-reference data
entered into Robocall Mitigation Database certifications against reliable external sources and flag
discrepancies, such as confirming the validity of address information submitted to the RMD against a
United States Postal Service (USPS) database?’® How do the tools work and how have they been
integrated into systems to prompt users to confirm the validity of the information being entered into the
system and correct any errors? What are the costs of integrating such tools into a system, and what are

ol See, e.g., Wireline Competition Bureau Announces Robocall Mitigation Database Filing Deadlines and
Instructions and Additional Compliance Dates, WC Docket No. 17-97, Public Notice, DA 24-73 (WCB Jan. 25,
2024) (requiring all providers to resubmit their filings in order to provide additional information).

92 47 CFR § 1.1910.

93 Amendment of Parts 0 and 1 of the Commission’s Rules, Report and Order, 19 FCC Red 6540, 6544, para. 12
(2004) (citing 47 U.S.C. §§ 203, 206).

% Id.
95 Rural Call Completion, WC Docket No. 13-39, Third Report and Order, 33 FCC Rcd 8400, 8410, para. 24 (2018).

% For example, the USPS offers several web-based tools including an API for “Address
Validation/Standardization.” See USPS, Address Information, USPS Web Tools Application Programming
Interface User Guide, https://www.usps.com/business/web-tools-apis/address-information-api.pdf.
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the technical and legal requirements for doing so?7 Would integrating such tools into the Robocall
Mitigation Database raise any legal, privacy, or policy concerns?®® While information submitted by
providers to the Robocall Mitigation Database is generally public, providers may request confidential
treatment of information included in their robocall mitigation plans. Would allowing a data validation
tool to cross-reference data from Robocall Mitigation Database filings against an external data source
raise concerns about protecting confidential or proprietary information? Are there ways to mitigate any
such concerns?

34. We seek comment on whether the Commission should prevent a filing from being
submitted to the Robocall Mitigation Database if any technical validation tools employed flag a data
discrepancy and the filer fails to resolve that discrepancy. For example, if the Commission were to
employ a technical solution for verifying all or part of an address, and the provider does not or cannot
submit an address that can be validated by the solution, should the filing be provisionally rejected until
the provider finds a way to resolve the discrepancy? Or, should the filing be accepted by the system but
flagged as an internal warning to the Commission that the filing should be prioritized for compliance
review and enforcement? Is there a middle ground that would allow the system to hold the filing
containing the unvalidated address while the provider seeks to resolve the discrepancy through other
means with Commission staff, e.g., through the manual submission of documents that corroborate the
submitted address? We seek comment on the benefits and burdens of employing a technical approach to
Robocall Mitigation Database data validation, and on how the Commission should seek to integrate such
tools into its review of Robocall Mitigation Database filings.

B. Increased Consequences for Submitting False or Inaccurate Information to the
Robocall Mitigation Database
1. Establishing Forfeiture for Submitting Inaccurate or False Certification
Data
35. We propose to establish a separate base forfeiture amount for submitting false or

inaccurate information to the Robocall Mitigation Database. In the Sixth Caller ID Authentication Report
and Order, the Commission found that Robocall Mitigation Database filings are Commission
authorizations.” The Commission may impose a forfeiture against any person found to have willfully or
repeatedly failed to comply substantially with the terms and conditions of any authorization issued by the
Commission.'® In the Fifth Caller ID Authentication Further Notice, the Commission proposed to
“impose the highest available forfeiture for failures to appropriately certify in the Robocall Mitigation
Database.”!’! We now propose a base forfeiture of $10,000 for each violation for filers that submit false
or inaccurate information to the Robocall Mitigation Database. The Commission has set the base
forfeiture for failure to file required forms or information at $3,000.'2 We tentatively conclude that

97 For example, we note that establishing a “matching program” with another Federal or non-Federal entity requires
entering into a written matching agreement under the computer matching provisions of the Privacy Act of 1974. See
5 U.S.C. § 552a(0). However, we tentatively conclude that the validation of filers to the Robocall Mitigation
Database would not qualify as a matching program since the purpose of such validation does not relate to Federal
benefits programs. See 5 U.S.C. § 552a(a)(8) (defining the term “matching program”). We seek comment on this
tentative conclusion.

% We note, for instance, that the applicable system of records notice permits disclosures, as a routine use, to non-
federal personnel, including contractors and other vendors, and specifically “identity verification service[]”
providers. FCC-2, Business Contacts and Certifications, 88 F.R. at 77581-82.

9 Sixth Caller ID Authentication Report and Order, 38 FCC Rcd at 2608, para. 70.
100 47 U.S.C. § 503(b)(1)(A); 47 CFR § 1.80(a)(1).

0L Fifth Caller ID Authentication Further Notice, 37 FCC Red at 6943, para. 207.
10247 CFR § 1.80(b)(11) tbl. 1.
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submitting false or inaccurate information to the RMD warrants a significantly higher penalty, and seek
comment on this tentative conclusion. What are the benefits to this approach? Would a higher or lower
base forfeiture amount be more appropriate? Alternatively, we propose to impose the statutory maximum
forfeiture amount allowable under section 503 of the Communications Act for submitting false or
inaccurate information to the Robocall Mitigation Database. The Commission has set the statutory
maximum as the base forfeiture for violations of section 1.17 of our rules related to misrepresentation and
lack of candor in investigatory or adjudicatory matters.! Is submitting false or inaccurate information to
the RMD similar to the Commission’s misrepresentation and lack of candor rules to justify the highest
possible penalty? What are the benefits and drawbacks to this alternative approach? We seek comment
on these proposals.

36. For either proposal, should we consider each instance of false or inaccurate information a
single violation or a continuing violation for each day the false information remains in the Robocall
Mitigation Database? Are there particular aggravating or mitigating factors we should take into
consideration when determining the amount of a forfeiture penalty? Or are the aggravating and
mitigating factors set forth in our rules sufficient?'** Should we use the same maximum forfeiture
regardless of whether the violator is a common carrier or not? Currently, common carriers may be
assessed a maximum forfeiture of $2,449,575 for a continuing violation, while entities not explicitly
mentioned in section 503 of the Communications Act may only be assessed a maximum forfeiture of
$183,718 for a continuing violation.' In the Sixth Caller ID Authentication Report and Order, the
Commission found it should not impose a higher maximum penalty on common carriers for violations of
the mandatory blocking rules.'® Should we take a similar approach here? Are there any practical or legal
considerations? We seek comment on these proposals.

37. Finally, we propose to find that we can impose a forfeiture on filers that fail to update
information that has changed in the Robocall Mitigation Database within 10 business days. All filers in
the Robocall Mitigation Database are required to update their filings within 10 business days if any
information they are required to submit has changed.!” We propose a base forfeiture of $1,000 for failure
to update information within 10 business days.!®® We propose treating it as a continuing violation for
every day the inaccurate information remains in the Robocall Mitigation Database, with a maximum
forfeiture of $24,496 for each day of the continuing violation up to the statutory maximum of $183,718.
We seek comment on these proposals. Should we establish separate base and maximum forfeiture
amounts for failing to update a filing within 10 business days? Should the violation be a single violation
or a continuing violation for each day the non-updated information remains in the Robocall Mitigation
Database? If it is a continuing violation, what should the maximum forfeiture for the continuing violation
be?

2. Authorizing Permissive Blocking for Facially Deficient Filings

38. We next propose to authorize downstream providers to permissively block traffic by
Robocall Mitigation Database filers that have been given notice that their robocall mitigation plans are
facially deficient and that fail to correct those deficiencies within 48 hours. We seek comment on this
proposal.

39. The Commission’s rules currently require downstream providers to refuse traffic from

103 74§ 1.17(a).

104 See id. § 1.80(b)(11) tbl. 3.

105 Compare id. § 1.80(b)(2) with id. § 1.80(b)(10).

196 Sixth Caller ID Authentication Report and Order, 38 FCC Rcd at 2602, para. 55.

10747 CFR § 64.6305(d)(5) (voice service provider obligation), 64.6305(e)(5) (gateway provider obligation),
64.6305(f)(5) (non-gateway intermediate provider obligation).

108 1d. § 1.80(b)(11) tbl. 1 (setting the base forfeiture amount at $1000 for failure to maintain required records).
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providers that are not in the Robocall Mitigation Database.!® This means that when a provider is
removed from the Database, it is effectively precluded from operating as a provider of voice services in
the United States. For this reason, the Commission has recognized that removal of Robocall Mitigation
Database submissions has severe consequences and is arguably equivalent to revoking a license,!'° and
thus has adopted notice and opportunity to cure procedures before removal of filings from the Robocall
Mitigation Database consistent with the Administrative Procedure Act (APA).'""" For most filing
deficiencies, the Commission follows a three-step process for removal, whereby:

(1) the Wireline Competition Bureau contacts the provider, notifying it that its filing is deficient,
explaining the nature of the deficiency, and providing 14 days for the provider to cure the
deficiency; (2) if the provider fails to rectify the deficiency, the Enforcement Bureau releases an
order concluding that a provider’s filing is deficient based on the available evidence and directing
the provider to explain, within 14 days, ‘why the Enforcement Bureau should not remove the
Company’s certification from the Robocall Mitigation Database’ and giving the provider a further
opportunity to cure the deficiencies in its filing; and (3) if the provider fails to rectify the
deficiency or provide a sufficient explanation why its filing is not deficient within that 14-day
period, the Enforcement Bureau releases an order removing the provider from the Robocall
Mitigation Database.'"?

40. In the Sixth Caller ID Authentication Report and Order, however, the Commission
recognized that the failure to submit a robocall mitigation plan within the meaning of our rules constitutes
a facial deficiency that warrants an expedited removal process.!’* A robocall mitigation plan is facially
deficient if it fails to submit any information regarding the “specific reasonable steps” the provider is
taking to mitigate illegal robocalls.!'* In such cases, the Commission found that providers have
“willfully” violated its Robocall Mitigation Database filing rules and an expedited removal process is
therefore warranted. Under this two-step expedited procedure for removing a facially deficient
certification, the Enforcement Bureau will: (1) issue a notice to the provider explaining the basis for its
conclusion that the certification is facially deficient and providing an opportunity for the provider to cure
the deficiency or explain why its certification is not deficient within 10 days; and (2) if the deficiency is

109 See id. § 64.6305(g).

110 The term “license” is broadly defined under the APA to include “the whole or a part of an agency permit,
certificate, approval, registration, charter, membership, statutory exemption or other form of permission.” 5 U.S.C.
§ 551(8). See also Sixth Caller ID Authentication Report and Order, 38 FCC Rcd at 2604-05, para. 62 n.226
(“Although we do not reach a definitive conclusion here, the removal of a provider’s certification from the Robocall
Mitigation Database—which will lead to the mandatory blocking of the provider’s traffic by downstream
providers—is arguably equivalent to the revocation of a license.”).

11 See 5 U.S.C. § 558(c) (holding that an agency may only withdraw or revoke a “license” through “an agency
proceeding” if the agency has already provided “notice by the agency in writing of the facts or conduct which may
warrant the action” and an “opportunity to demonstrate or achieve compliance with all lawful requirements” except
“in cases of willfulness or those in which public health, interest or safety requires otherwise™).

12 Sixth Caller ID Authentication Report and Order, 38 FCC Rcd at 2604, para. 60 (citations omitted).
113 See id. at 2604, para. 61.

114 See id. (“While it is not practical to provide an exhaustive list of reasons why a filing would be considered
‘facially deficient,” examples include, without limitation, instances where the provider only submits: (1) a request
for confidentiality with no underlying substantive filing; (2) only non-responsive data or documents (e.g., a
screenshot from the Commission’s website of a provider’s [FRN] data or other document that does not describe
robocall mitigation efforts); (3) information that merely states how STIR/SHAKEN generally works, with no
specific information about the provider’s own robocall mitigation efforts; or (4) a certification that is not in English
and lacks a certified English translation.”).
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not cured or the provider fails to establish that there is no deficiency within that 10-day period, issue an
order removing the provider from the Database.!!s

41. We seek comment on whether the Commission should adopt additional measures to
protect consumers where submissions to the Robocall Mitigation Database demonstrate willful violations
of the Commission’s rules. Specifically, we propose to allow downstream providers to permissively
block traffic from providers that have submitted facially deficient robocall mitigation plans beginning 48
hours after the agency issues the notice of facial deficiency and continuing until either the deficiency is
cured or the provider’s certification is removed from the Robocall Mitigation Database, which would
trigger the mandatory blocking requirement. We propose to do so through a three step process: (1) a
notice would be issued to the provider that its robocall mitigation plan is facially deficient because it fails
to describe the specific reasonable steps that the provider is taking to avoid carrying and transmitting
illegal robocalls; (2) the provider would be allowed 48 hours to cure this facial deficiency by uploading a
robocall mitigation plan that sufficiently describes its mitigation practices; and (3) if it fails to do so, the
Wireline Competition Bureau would apply a flag to the facially deficient filing in the Robocall Mitigation
Database to inform other providers that they may permissively block traffic from that provider after
providing notice to the Commission that they intend to do so.

42. We view this process to be similar to that authorized when the Commission sends cease-
and-desist letters pursuant to section 64.1200(k)(4) of our rules, which states:

A provider may block voice calls or cease to accept traffic from an originating or intermediate
provider without liability under the Communications Act or the Commission’s rules where the
originating or intermediate provider, when notified by the Commission, fails to effectively
mitigate illegal traffic within 48 hours or fails to implement effective measures to prevent new
and renewing customers from using its network to originate illegal calls. Prior to initiating
blocking, the provider shall provide the Commission with notice and a brief summary of the basis
for its determination that the originating or intermediate provider meets one or more of these two
conditions for blocking.!¢

In the context of the Robocall Mitigation Database, the flag applied to the filing would constitute notice
that the provider has failed to remedy a facial deficiency in its filing within 48 hours and that downstream
providers may block traffic from that provider if they submit a notice to the Commission that they intend
to do so for the reason stated in the notice. We believe that there are equivalencies between the context in
which the Commission issues cease-and-desist letters pursuant to section 64.1200(k)(4) of the
Commission’s rules and a willful failure to submit the required description of a provider’s robocall
mitigation practices in the Robocall Mitigation Plan. We seek comment on this belief. In the former, the
Enforcement Bureau has found evidence that the provider has originated or transmitted illegal robocalls
(e.g., traceback data).!'” The willful violation of the Commission’s rules requiring providers to describe
the steps they are taking to avoid carrying and transmitting illegal robocalls supports a presumption that
no such steps are being taken and that the provider is doing nothing to stop illegal traffic as required by
our rules.

43. We seek comment on this view and whether applying the three-step process for
permissive blocking proposed above in the context of facially deficient Robocall Mitigation Database
filings is warranted. Are there considerations that apply when the Commission issues cease-and-desist

15 Id. at 2605, para. 62.
116 47 CFR § 64.1200(k)(4).

117 See, e.g., Letter from Loyaan Egal, Chief, Enforcement Bureau, FCC, to Mohammad Hossain, Member, Alliant
Financial, 2024 WL 2316149, at *1 (May 20, 2024); Letter from Loyaan Egal, Chief, Enforcement Bureau, FCC, to
Stephen Matlock, CEO, DigitallPvoice, Inc., 2024 WL 1701182, at *1 (Apr. 17, 2024); Letter from Loyaan Egal,
Chief, Enforcement Bureau, FCC, to Felix Hernandez, Compliance Officer, Veriwave Telco, LLC, 2024 WL
1526071, at *1 (Apr. 4, 2024).
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letters pursuant to section 64.1200(k)(4) of the Commission’s rules that do not apply in the context of the
Robocall Mitigation Database? For instance, is it significant that in the context of section 64.1200(k)(4)
cease-and-desist letters, the Enforcement Bureau has evidence that illegal robocalls have actually been
transmitted, whereas here, the evidence would be that the provider has willfully failed to describe the
reasonable steps it is taking to mitigate illegal traffic? If commenters argue that is not a sufficient
showing to authorize permissive blocking from a provider that has willfully violated the Commission’s
robocall mitigation rules, what showing would be sufficient to authorize permissive blocking, if any?

44, Is 48 hours an appropriate amount of time to allow a provider with a facially deficient
plan to cure the deficiency to avoid permissive blocking, or should more or less time be allowed prior to
opening the window for permissive blocking? Should the new rule include a safe harbor from liability
under the Communications Act or the Commission’s rules for providers that engage in permissive
blocking under this new rule if they notify the Commission that they intend to do so, as under section
64.1200(k)(4)? What information should be included in a notice to the Commission that a provider
intends to permissively block traffic from another provider? Should they simply state that they intend to
block traffic from the provider that has been flagged by the Commission due to its facially deficient
robocall mitigation plan, or should additional information be required? Should the new rule also address
situations where the facial deficiency is cured after the Wireline Competition Bureau applies a flag? In
such situations, we propose that the Wireline Competition Bureau would take down the flag applied to the
Robocall Mitigation Database filing and notify any providers that have commenced permissive blocking
to cease such blocking. We seek comment on this approach and whether our rules should require
providers to cease permissive blocking within a specified period of time. If so, what is an appropriate
timeframe?

45. What are the risks to legitimate providers, and their customers, of authorizing permissive
blocking in the context of facially deficient robocall mitigation plans submitted to the Robocall
Mitigation Database, and do those risks outweigh the public interest benefits of enabling providers to
decline traffic from providers that have demonstrated a willful disregard for their duty to mitigate illegal
robocalls without penalty under our rules? What are the costs of authorizing permissive blocking in this
context, and do the public interest benefits outweigh those costs? To the extent commenters argue that
the risks and costs of the proposed permissive blocking process are high, is there a way to modify the
process to minimize those risks and costs, or to otherwise improve it in a manner that appropriately
balances the public interest objective of protecting consumers from illegal traffic against potential
burdens to legitimate providers? We invite comment on these or any other points the Commission should
consider when assessing the merits of our permissive blocking proposal.

46. Scope of Facial Deficiencies. As stated above, we propose to limit any permissive
blocking measure to circumstances where the robocall mitigation plan submitted to the Robocall
Mitigation Database is facially deficient, versus circumstances that require the Commission to make a
qualitative judgment about the sufficiency of the measures described in the plan. In the Sixth Caller ID
Authentication Report and Order, the Commission found it was “not practical to provide an exhaustive
list of reasons why a filing would be considered ‘facially deficient,”” but provided several examples,
including “where the provider only submits: (1) a request for confidentiality with no underlying
substantive filing; (2) only non-responsive data or documents (e.g., a screenshot from the Commission’s
website of a provider’s [FRN] data or other document that does not describe robocall mitigation efforts);
(3) information that merely states how STIR/SHAKEN generally works, with no specific information
about the provider’s own robocall mitigation efforts; or (4) a certification that is not in English and lacks a
certified English translation.”!'® We seek comment on whether there are additional examples of robocall
mitigation plan deficiencies that would rise to the level of willful violations of the Commission’s robocall
mitigation rules within the meaning of section 9(b) of the APA."° While the Commission has not set a

8 Sixth Caller ID Authentication Report and Order, 38 FCC Red at 2604, para. 61.

1195 U.S.C. § 558(c) (requiring notice by the agency and opportunity to cure before revocation of a license).
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particular format or minimum requirements for robocall mitigation plans, understanding the value of
allowing providers flexibility to develop robocall mitigation programs that are specific to their
networks,'? are there factors short of a complete failure to describe a provider’s specific robocall
mitigation practices that could render a mitigation plan facially deficient? For instance, are there any
omissions that should universally render any robocall mitigation plan filed by any provider deficient, such
that the Commission should adopt a standard that a failure to address that subject constitutes a willful
violation of our rules? Is there a level of brevity that clearly falls below the requirement to describe
specific reasonable steps being taken by the provider? While we do not intend to define a specific
standard for facial deficiency, we do seek comment on whether there are any other bright line
circumstances to which the standard should be applied generally and for the purposes of the permissive
blocking process proposed above.

47. Delegation of Authority. Should the Commission authorize permissive blocking when a
provider submits a facially deficient robocall mitigation plan to the Robocall Mitigation Database, we
propose to delegate authority to the Wireline Competition Bureau to design the permissive blocking
system, including the process for issuing notifications to providers that their robocall mitigation plan is
facially deficient, the contents of that notice, the procedures for allowing the providers to remedy the
deficiency by uploading a robocall mitigation plan that describes their robocall mitigation practices, the
mechanism for applying a flag to the Robocall Mitigation Database filing of any provider that fails to do
so within 48 hours, the process for collecting notifications from downstream providers that they intend to
block traffic from the flagged provider, the content requirements for such notifications, and the process
for removing a flag and notifying blocking providers in the event that a provider cures its facially
deficient filing after a flag has been applied. We propose to delegate authority to the Wireline
Competition Bureau to make any necessary changes to the Robocall Mitigation Database to implement
these processes and direct the Bureau to release a public notice providing updated instructions and
training materials regarding any relevant changes to the Database. We seek comment on this approach.

Iv. LEGAL AUTHORITY

48. We propose to adopt the foregoing obligations in part pursuant to the legal authority
relied upon by the Commission in prior caller ID authentication and call blocking orders.'?! We propose
to rely upon sections 201(b), 202(a), and 251(e) of the Act, the Truth in Caller ID Act, and section 4 of
the TRACED Act to authorize downstream providers to permissively block traffic by facially deficient
Robocall Mitigation Database filers that have failed to correct those deficiencies within 48 hours after
notice, and to require corporate officers to obtain a PIN before filing in the Robocall Mitigation
Database.!?

49. We propose to rely on sections 501, 502, and 503 of the Act to establish forfeiture
amounts for submitting inaccurate or false certification data to the Robocall Mitigation Database.'* We
propose to rely on our authority under section 8 of the Act to add Robocall Mitigation Database filings to
the Commission’s Schedule of Application Fees.!** We believe the Commission has ample authority to
adopt the foregoing obligations related to the Robocall Mitigation Database, as well as any related

120 See Second Caller ID Authentication Report and Order, 36 FCC Red at 1897, 1899, paras. 74, 76; Sixth Caller
ID Authentication Report and Order, 38 FCC Rcd at 2590, para. 31 & n.118.

121 See, e.g., Sixth Caller ID Authentication Report and Order, 38 FCC Red at 2617, para. 90.
122 See 47 U.S.C. §§ 201(b), 202(a), 251(e).

1235 U.S.C. §§ 501, 502, 503.

12447 U.S.C. § 158(a), (c).

24



Federal Communications Commission FCC 24-85

administrative enhancements pertaining to CORES.'?> We seek comment on this view and whether there
are any alternative sources of authority that we should consider.

50. Digital Equity and Inclusion. The Commission, as part of its continuing effort to advance
digital equity for all,'?¢ including people of color and others who have been historically underserved,
marginalized, and adversely affected by persistent poverty and inequality, invites comment on any equity-
related considerations'?” and benefits (if any) that may be associated with the proposals and issues
discussed herein. Specifically, we seek comment on how our proposals may promote or inhibit advances
in diversity, equity, inclusion, and accessibility.

V. PROCEDURAL MATTERS

51. Regulatory Flexibility Act. The Regulatory Flexibility Act of 1980, as amended
(RFA),'?8 requires that an agency prepare a regulatory flexibility analysis for notice and comment
rulemakings, unless the agency certifies that “the rule will not, if promulgated, have a significant
economic impact on a substantial number of small entities.”'?* Accordingly, the Commission has
prepared an Initial Regulatory Flexibility Analysis (IRFA) concerning the possible/potential impact of the
rule and policy changes contained in this Notice of Proposed Rulemaking. The IRFA is set forth in
Appendix B. The Commission invites the general public, particularly small businesses, to comment on
the IRFA. Comments must be filed by the deadlines for comments on the Notice of Proposed
Rulemaking indicated on the first page of this document and must have a separate and distinct heading
designating them as responses to the IRFA.

52. Paperwork Reduction Act. This Notice of Proposed Rulemaking may contain proposed
new and revised information collection requirements. The Commission, as part of its continuing effort to
reduce paperwork burdens, invites the general public and the Office of Management and Budget (OMB)
to comment on the information collection requirements contained in this document, as required by the
Paperwork Reduction Act of 1995, Public Law 104-13. In addition, pursuant to the Small Business
Paperwork Relief Act of 2002, Public Law 107-198, see 44 U.S.C § 3506(c)(4), we seek specific
comment on how we might further reduce the information collection burden for small business concerns
with fewer than 25 employees.

125 See, e.g., 31 U.S.C. § 3512(b) (mandating the establishment and maintenance of systems of accounting and
internal controls); 47 CFR Part 1, Subpart O (implementing the requirements of the Debt Collection Improvement
Act of 1996); Office of Managing Director Announces Implementation of Additional Security Safeguards for Users
of FCC’s Commission Registration System (CORES), DA 24-219 (OMD Mar. 7, 2024).

126 Section 1 of the Communications Act of 1934 as amended provides that the FCC “regulat[es] interstate and
foreign commerce in communication by wire and radio so as to make [such service] available, so far as possible, to
all the people of the United States, without discrimination on the basis of race, color, religion, national origin, or
sex.” 47 U.S.C. § 151.

127 We define the term “equity” consistent with Executive Order 13985 as the consistent and systematic fair, just,
and impartial treatment of all individuals, including individuals who belong to underserved communities that have
been denied such treatment, such as Black, Latino, and Indigenous and Native American persons, Asian Americans
and Pacific Islanders and other persons of color; members of religious minorities; lesbian, gay, bisexual,
transgender, and queer (LGBTQ+) persons; persons with disabilities; persons who live in rural areas; and persons
otherwise adversely affected by persistent poverty or inequality. See Exec. Order No. 13985, 86 Fed. Reg. 7009,
Executive Order on Advancing Racial Equity and Support for Underserved Communities Through the Federal
Government (Jan. 20, 2021).

128 5U.S.C. § 603. The RFA, 5 U.S.C. §§ 601-612, was amended by the Small Business Regulatory Enforcement
Fairness Act of 1996 (SBREFA), Pub. L. No. 104-121, Title II, 110 Stat. 857 (1996).

1295 U.S.C. § 605(b).
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53. Providing Accountability Through Transparency Act. Consistent with the Providing
Accountability Through Transparency Act, Public Law 118-9, a summary of this document will be
available on https://www.fcc.gov/proposed-rulemakings.

54. Ex Parte Presentations—Permit-But-Disclose. The proceeding this Notice of Proposed
Rulemaking initiates shall be treated as a “permit-but-disclose” proceeding in accordance with the
Commission’s ex parte rules.'*® Persons making ex parte presentations must file a copy of any written
presentation or a memorandum summarizing any oral presentation within two business days after the
presentation (unless a different deadline applicable to the Sunshine period applies). Persons making oral
ex parte presentations are reminded that memoranda summarizing the presentation must (1) list all
persons attending or otherwise participating in the meeting at which the ex parte presentation was made,
and (2) summarize all data presented and arguments made during the presentation. If the presentation
consisted in whole or in part of the presentation of data or arguments already reflected in the presenter’s
written comments, memoranda or other filings in the proceeding, the presenter may provide citations to
such data or arguments in his or her prior comments, memoranda, or other filings (specifying the relevant
page and/or paragraph numbers where such data or arguments can be found) in lieu of summarizing them
in the memorandum. Documents shown or given to Commission staff during ex parte meetings are
deemed to be written ex parte presentations and must be filed consistent with section 1.1206(b) of the
Commission’s rules. In proceedings governed by section 1.49(f) of the Commission’s rules or for which
the Commission has made available a method of electronic filing, written ex parte presentations and
memoranda summarizing oral ex parte presentations, and all attachments thereto, must be filed through
the electronic comment filing system available for that proceeding, and must be filed in their native
format (e.g., .doc, .xml, .ppt, searchable .pdf). Participants in this proceeding should familiarize
themselves with the Commission’s ex parte rules.'?!

55. Comment Filing Procedures. Pursuant to sections 1.415 and 1.419 of the Commission’s
rules, 47 CFR §§ 1.415, 1.419, interested parties may file comments and reply comments on or before the
dates indicated on the first page of this document. Comments may be filed using the Commission’s
Electronic Comment Filing System (ECFS).

o Electronic Filers: Comments may be filed electronically using the Internet by accessing the
ECFS: https://www.fcc.gov/ects/.

e Paper Filers: Parties who choose to file by paper must file an original and one copy of each
filing.

¢ Filings can be sent by hand or messenger delivery, by commercial courier, or by the U.S.
Postal Service. All filings must be addressed to the Secretary, Federal
Communications Commission.

e Hand-delivered or messenger-delivered paper filings for the Commission’s Secretary are
accepted between 8:00 a.m. and 4:00 p.m. by the FCC’s mailing contractor at 9050
Junction Drive, Annapolis Junction, MD 20701. All hand deliveries must be held together
with rubber bands or fasteners. Any envelopes and boxes must be disposed of before
entering the building.

e Commercial courier deliveries (any deliveries not by the U.S. Postal Service) must be sent
to 9050 Junction Drive, Annapolis Junction, MD 20701.

e Filings sent by U.S. Postal Service First-Class Mail, Priority Mail, and Priority Mail
Express must be sent to 45 L Street NE, Washington, DC 20554.

13047 CFR §§ 1.1200 et seq.
314§ 1.49(F).
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56. Accessible Formats. To request materials in accessible formats for people with
disabilities (Braille, large print, electronic files, audio format), send an e-mail to fcc504@fcc.gov or call
the Consumer & Governmental Affairs Bureau at 202-418-0530 (voice).

57. Additional Information. For further information about the Notice of Proposed
Rulemaking, contact Erik Beith, Attorney Advisor, Competition Policy Division, Wireline Competition
Bureau, at Erik.Beith@fcc.gov.

VI ORDERING CLAUSES

58. Accordingly, pursuant to sections 4(i), 4(j), 8, 201, 202, 217, 227, 227b, 251(e), 303(r),
502, 502, and 503 of the Communications Act of 1934, as amended, 47 U.S.C. §§ 154(i), 154(j), 158,
201, 202, 217, 227, 227b, 251(e), 303(r), 501, 502, and 503, this Notice of Proposed Rulemaking 1S
ADOPTED.

59. IT IS FURTHER ORDERED that the Commission’s Office of the Secretary, SHALL
SEND a copy of this Notice of Proposed Rulemaking, including the Initial Regulatory Flexibility
Analysis, to the Chief Counsel for Advocacy of the Small Business Administration.

FEDERAL COMMUNICATIONS COMMISSION

Marlene H. Dortch
Secretary
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APPENDIX A
Initial Regulatory Flexibility Analysis

I. As required by the Regulatory Flexibility Act of 1980, as amended (RFA),! the Federal
Communications Commission (Commission) has prepared this Initial Regulatory Flexibility Analysis
(IRFA) of the possible significant economic impact on a substantial number of small entities from the
policies and rules proposed in the Notice of Proposed Rulemaking. Written public comments are
requested on this IRFA. Comments must be identified as responses to the IRFA and must be filed by the
deadlines for comments provided on the first page of the Notice of Proposed Rulemaking. The
Commission will send a copy of the Notice of Proposed Rulemaking, including this IRFA, to the Chief
Counsel for Advocacy of the Small Business Administration (SBA).2 In addition, the Notice of Proposed
Rulemaking and IRFA (or summaries thereof) will be published in the Federal Register.>

A. Need for, and Objectives of, the Proposed Rules

2. In order to continue the Commission’s work of protecting American consumers from
illegal calls, the Notice of Proposed Rulemaking seeks comment on ways to ensure and improve the
overall quality of submissions to the Robocall Mitigation Database (RMD).* In its review of filings by
providers in the RMD, the Commission staff noted a lack of information ranging from a failure to provide
accurate contact information for employees responsible for completing certifications of robocall
mitigation practices, to failing to submit robocall mitigation plans with sufficient detail. The Notice of
Proposed Rulemaking proposes and seeks comment on measures to increase accountability for providers
that submit inaccurate and false information to the RMD and fail to update their filings when the
information they contain changes, as required by the Commission’s rules.> The Notice of Proposed
Rulemaking also invites comment on any other procedural steps the Commission could require to increase
the RMD’s effectiveness as a compliance and consumer protection tool.6

B. Legal Basis

3. The proposed action is authorized pursuant to sections 4(i), 4(j), 201, 202, 217, 227,
227b, 251(e), and 303(r) of the Communications Act of 1934, as amended; 47 U.S.C. §§ 154(i), 154(j),
201, 202, 217, 227, 227b, 251(¢e), and 303(r).

C. Description and Estimate of the Number of Small Entities to Which the Proposed
Rules Will Apply

4. The RFA directs agencies to provide a description of and, where feasible, an estimate of
the number of small entities that may be affected by the proposed rules, if adopted.” The RFA generally
defines the term “small entity” as having the same meaning as the terms “small business,” “small
organization,” and “small governmental jurisdiction.”® In addition, the term “small business™ has the

I'5U.S.C. § 603. The RFA, 5 U.S.C. § 601-612, has been amended by the Small Business Regulatory Enforcement
Fairness Act of 1996 (SBREFA), Pub. L. No. 104-121, Title II, 110 Stat. 857 (1996).

25U.S.C. § 603(a).

31d.

4 Notice of Proposed Rulemaking Section IILA.
5 Id. Section II1.B.

6 Id. Section L

75 U.S.C. § 603(b)(3).

81d. § 601(6).
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same meaning as the term “small-business concern” under the Small Business Act.® A “small-business
concern” is one which: (1) is independently owned and operated; (2) is not dominant in its field of
operation; and (3) satisfies any additional criteria established by the SBA.!°

5. Small Businesses, Small Organizations, Small Governmental Jurisdictions. Our actions,
over time, may affect small entities that are not easily categorized at present. We therefore describe, at
the outset, three broad groups of small entities that could be directly affected herein.!! First, while there
are industry specific size standards for small businesses that are used in the regulatory flexibility analysis,
according to data from the Small Business Administration’s (SBA) Office of Advocacy, in general a
small business is an independent business having fewer than 500 employees.'> These types of small
businesses represent 99.9% of all businesses in the United States, which translates to 33.2 million
businesses.!?

6. Next, the type of small entity described as a “small organization” is generally “any not-
for-profit enterprise which is independently owned and operated and is not dominant in its field.”'* The
Internal Revenue Service (IRS) uses a revenue benchmark of $50,000 or less to delineate its annual
electronic filing requirements for small exempt organizations.'> Nationwide, for tax year 2022, there
were approximately 530,109 small exempt organizations in the U.S. reporting revenues of $50,000 or less
according to the registration and tax data for exempt organizations available from the IRS.!¢

7. Finally, the small entity described as a “small governmental jurisdiction” is defined
generally as “governments of cities, counties, towns, townships, villages, school districts, or special
districts, with a population of less than fifty thousand.”!” U.S. Census Bureau data from the 2022 Census

9 Id. § 601(3) (incorporating by reference the definition of “small-business concern” in the Small Business Act, 15
U.S.C. § 632). Pursuantto 5 U.S.C. § 601(3), the statutory definition of a small business applies “unless an agency,
after consultation with the Office of Advocacy of the Small Business Administration and after opportunity for public
comment, establishes one or more definitions of such term which are appropriate to the activities of the agency and
publishes such definition(s) in the Federal Register.”

10 See 15 U.S.C. § 632.

115 U.S.C. § 601(3)-(6).

12 See SBA, Office of Advocacy, “What’s New With Small Business?,” https://advocacy.sba.gov/wp-
content/uploads/2023/03/Whats-New-Infographic-March-2023-508c.pdf (Mar. 2023).

B1d.

145U.S.C. § 601(4).

15 The IRS benchmark is similar to the population of less than 50,000 benchmark in 5 U.S.C § 601(5) that is used to
define a small governmental jurisdiction. Therefore, the IRS benchmark has been used to estimate the number of
small organizations in this small entity description. See Annual Electronic Filing Requirement for Small Exempt
Organizations — Form 990-N (e-Postcard), “Who must file,” https://www.irs.gov/charities-non-profits/annual-
electronic-filing-requirement-for-small-exempt-organizations-form-990-n-e-postcard. We note that the IRS data
does not provide information on whether a small exempt organization is independently owned and operated or
dominant in its field.

16 See Exempt Organizations Business Master File Extract (EO BMF), “CSV Files by Region,”
https://www.irs.gov/charities-non-profits/exempt-organizations-business-master-file-extract-eo-bmf. The IRS
Exempt Organization Business Master File (EO BMF) Extract provides information on all registered tax-
exempt/non-profit organizations. The data utilized for purposes of this description was extracted from the IRS EO
BMF data for businesses for the tax year 2022 with revenue less than or equal to $50,000 for Region 1-Northeast
Area (71,897), Region 2-Mid-Atlantic and Great Lakes Areas (197,296), and Region 3-Gulf Coast and Pacific Coast
Areas (260,447) that includes the continental U.S., Alaska, and Hawaii. This data includes information for Puerto
Rico (469).

175 U.S.C. § 601(5).
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of Governments'® indicate there were 90,837 local governmental jurisdictions consisting of general
purpose governments and special purpose governments in the United States.!” Of this number, there were
36,845 general purpose governments (county,?’ municipal, and town or township?') with populations of
less than 50,000 and 11,879 special purpose governments (independent school districts??) with enrollment
populations of less than 50,000.2* Accordingly, based on the 2022 U.S. Census of Governments data, we
estimate that at least 48,724 entities fall into the category of “small governmental jurisdictions.”?*

8. Wired Telecommunications Carriers. The U.S. Census Bureau defines this industry as
establishments primarily engaged in operating and/or providing access to transmission facilities and
infrastructure that they own and/or lease for the transmission of voice, data, text, sound, and video using
wired communications networks.?> Transmission facilities may be based on a single technology or a
combination of technologies. Establishments in this industry use the wired telecommunications network
facilities that they operate to provide a variety of services, such as wired telephony services, including
VolIP services, wired (cable) audio and video programming distribution, and wired broadband Internet
services.?® By exception, establishments providing satellite television distribution services using facilities
and infrastructure that they operate are included in this industry.?’” Wired Telecommunications Carriers
are also referred to as wireline carriers or fixed local service providers.?®

1813 U.S.C. § 161. The Census of Governments survey is conducted every five (5) years compiling data for years
ending with “2” and “7”. See also Census of Governments, https://www.census.gov/programs-surveys/economic-
census/year/2022/about.html.

19 See U.S. Census Bureau, 2022 Census of Governments — Organization Table 2. Local Governments by Type and
State: 2022 [CG22000RGO02], https://www.census.gov/data/tables/2022/econ/gus/2022-governments.html. Local
governmental jurisdictions are made up of general purpose governments (county, municipal and town or township)
and special purpose governments (special districts and independent school districts). See also tbl.2. CG22000RG02
Table Notes Local Governments by Type and State 2022.

20 See id. at tbl.5. County Governments by Population-Size Group and State: 2022 [CG22000RG05],
https://www.census.gov/data/tables/2022/econ/gus/2022-governments.html. There were 2,097 county governments
with populations less than 50,000. This category does not include subcounty (municipal and township)
governments.

2l See id. at tbl.6. Subcounty General-Purpose Governments by Population-Size Group and State: 2022
[CG22000RGO6], https://www.census.gov/data/tables/2022/econ/gus/2022-governments.html. There were 18,693
municipal and 16,055 town and township governments with populations less than 50,000.

22 See id. at tbl.10. Elementary and Secondary School Systems by Enrollment-Size Group and State: 2022
[CG22000RG10], https://www.census.gov/data/tables/2022/econ/gus/2022-governments.html. There were 11,879
independent school districts with enrollment populations less than 50,000. See also tbl.4. Special-Purpose Local
Governments by State Census Years 1942 to 2022 [CG22000RG04], CG22000RG04 Table Notes_Special Purpose
Local Governments by State_Census Years 1942 to 2022.

23 While the special purpose governments category also includes local special district governments, the 2022 Census
of Governments data does not provide data aggregated based on population size for the special purpose governments
category. Therefore, only data from independent school districts is included in the special purpose governments
category.

24 This total is derived from the sum of the number of general purpose governments (county, municipal and town or
township) with populations of less than 50,000 (36,845) and the number of special purpose governments -
independent school districts with enrollment populations of less than 50,000 (11,879), from the 2022 Census of
Governments - Organizations tbls. 5, 6 & 10.

25 See U.S. Census Bureau, 2017 NAICS Definition, “517311 Wired Telecommunications Carriers,”
https://www.census.gov/naics/?input=517311&year=2017&details=517311.

26 Id.
27 1d.
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9. The SBA small business size standard for Wired Telecommunications Carriers classifies
firms having 1,500 or fewer employees as small.?® U.S. Census Bureau data for 2017 show that there
were 3,054 firms that operated in this industry for the entire year.3® Of this number, 2,964 firms operated
with fewer than 250 employees.?! Additionally, based on Commission data in the 2022 Universal Service
Monitoring Report, as of December 31, 2021, there were 4,590 providers that reported they were engaged
in the provision of fixed local services.?? Of these providers, the Commission estimates that 4,146
providers have 1,500 or fewer employees.>* Consequently, using the SBA’s small business size standard,
most of these providers can be considered small entities.

10. Local Exchange Carriers (LECs). Neither the Commission nor the SBA has developed a
size standard for small businesses specifically applicable to local exchange services. Providers of these
services include both incumbent and competitive local exchange service providers. Wired
Telecommunications Carriers®* is the closest industry with an SBA small business size standard.>®> Wired
Telecommunications Carriers are also referred to as wireline carriers or fixed local service providers.3¢
The SBA small business size standard for Wired Telecommunications Carriers classifies firms having
1,500 or fewer employees as small.” U.S. Census Bureau data for 2017 show that there were 3,054 firms
that operated in this industry for the entire year.® Of this number, 2,964 firms operated with fewer than
250 employees.’® Additionally, based on Commission data in the 2022 Universal Service Monitoring

(Continued from previous page)
28 Fixed Local Service Providers include the following types of providers: Incumbent Local Exchange Carriers
(ILECs), Competitive Access Providers (CAPs) and Competitive Local Exchange Carriers (CLECs), Cable/Coax
CLEC:s, Interconnected VOIP Providers, Non-Interconnected VOIP Providers, Shared-Tenant Service Providers,
Audio Bridge Service Providers, and Other Local Service Providers. Local Resellers fall into another U.S. Census
Bureau industry group and therefore data for these providers is not included in this industry.

29 See 13 CFR § 121.201, NAICS Code 517311 (as of 10/1/22, NAICS Code 517111).

30 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Employment Size of Firms
for the U.S.: 2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517311,
https://data.census.gov/cedsci/table?y=2017&n=517311&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie

w=false.

31 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

32 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fce.gov/public/attachments/DOC-391070A 1.pdf. https://docs.fcc.gov/public/attachments/DOC-

379181A1.pdf
3.

34 See U.S. Census Bureau, 2017 NAICS Definition, “517311 Wired Telecommunications Carriers,”
https://www.census.gov/naics/?input=517311&year=2017&details=517311.

35 See 13 CFR § 121.201, NAICS Code 517311 (as of 10/1/22, NAICS Code 517111).

36 Fixed Local Exchange Service Providers include the following types of providers: Incumbent Local Exchange
Carriers (ILECs), Competitive Access Providers (CAPs) and Competitive Local Exchange Carriers (CLECs),
Cable/Coax CLECs, Interconnected VOIP Providers, Non-Interconnected VOIP Providers, Shared-Tenant Service
Providers, Audio Bridge Service Providers, Local Resellers, and Other Local Service Providers.

1.

38 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Employment Size of Firms
Jor the U.S.: 2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517311,
https://data.census.gov/cedsci/table?y=2017&n=517311&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie

w=false.

3 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.
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Report, as of December 31, 2021, there were 4,590 providers that reported they were fixed local exchange
service providers.*® Of these providers, the Commission estimates that 4,146 providers have 1,500 or
fewer employees.*! Consequently, using the SBA’s small business size standard, most of these providers
can be considered small entities.

11. Incumbent Local Exchange Carriers (Incumbent LECs). Neither the Commission nor the
SBA have developed a small business size standard specifically for incumbent local exchange carriers.
Wired Telecommunications Carriers*? is the closest industry with an SBA small business size standard.*
The SBA small business size standard for Wired Telecommunications Carriers classifies firms having
1,500 or fewer employees as small.** U.S. Census Bureau data for 2017 show that there were 3,054 firms
in this industry that operated for the entire year.*> Of this number, 2,964 firms operated with fewer than
250 employees.* Additionally, based on Commission data in the 2022 Universal Service Monitoring
Report, as of December 31, 2021, there were 1,212 providers that reported they were incumbent local
exchange service providers.*” Of these providers, the Commission estimates that 916 providers have
1,500 or fewer employees.*® Consequently, using the SBA’s small business size standard, the
Commission estimates that the majority of incumbent local exchange carriers can be considered small
entities.

12. Competitive Local Exchange Carriers (CLECs). Neither the Commission nor the SBA
has developed a size standard for small businesses specifically applicable to local exchange services.
Providers of these services include several types of competitive local exchange service providers.*
Wired Telecommunications Carriers® is the closest industry with a SBA small business size standard.
The SBA small business size standard for Wired Telecommunications Carriers classifies firms having
1,500 or fewer employees as small.’! U.S. Census Bureau data for 2017 show that there were 3,054 firms

40 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fcc.gov/public/attachments/DOC-391070A1.pdf.

a7

42 See U.S. Census Bureau, 2017 NAICS Definition, “517311 Wired Telecommunications Carriers,”
https://www.census.gov/naics/?input=517311&year=2017&details=517311.

43 See 13 CFR § 121.201, NAICS Code 517311 (as of 10/1/22, NAICS Code 517111).
4“41d.

4 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Employment Size of Firms
for the U.S.: 2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517311,
https://data.census.gov/cedsci/table?y=2017&n=517311&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie
w=false.

46 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

47 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fce.gov/public/attachments/DOC-391070A 1.pdf.

®1d.

4 Competitive Local Exchange Service Providers include the following types of providers: Competitive Access
Providers (CAPs) and Competitive Local Exchange Carriers (CLECs), Cable/Coax CLECsS, Interconnected VOIP
Providers, Non-Interconnected VOIP Providers, Shared-Tenant Service Providers, Audio Bridge Service Providers,
Local Resellers, and Other Local Service Providers.

30 See U.S. Census Bureau, 2017 NAICS Definition, “517311 Wired Telecommunications Carriers,”
https://www.census.gov/naics/?input=517311&year=2017&details=517311.

51 See 13 CFR § 121.201, NAICS Code 517311 (as of 10/1/22, NAICS Code 517111).
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that operated in this industry for the entire year.”? Of this number, 2,964 firms operated with fewer than
250 employees.>® Additionally, based on Commission data in the 2022 Universal Service Monitoring
Report, as of December 31, 2021, there were 3,378 providers that reported they were competitive local
service providers.’* Of these providers, the Commission estimates that 3,230 providers have 1,500 or
fewer employees.>® Consequently, using the SBA’s small business size standard, most of these providers
can be considered small entities.

13. Interexchange Carriers (IXCs). Neither the Commission nor the SBA have developed a
small business size standard specifically for Interexchange Carriers. Wired Telecommunications
Carriers’® is the closest industry with a SBA small business size standard.”” The SBA small business size
standard for Wired Telecommunications Carriers classifies firms having 1,500 or fewer employees as
small.*® U.S. Census Bureau data for 2017 show that there were 3,054 firms that operated in this industry
for the entire year.’® Of this number, 2,964 firms operated with fewer than 250 employees.®
Additionally, based on Commission data in the 2022 Universal Service Monitoring Report, as of
December 31, 2021, there were 127 providers that reported they were engaged in the provision of
interexchange services. Of these providers, the Commission estimates that 109 providers have 1,500 or
fewer employees.®! Consequently, using the SBA’s small business size standard, the Commission
estimates that the majority of providers in this industry can be considered small entities.

14. Cable System Operators (Telecom Act Standard). The Communications Act of 1934, as
amended, contains a size standard for a “small cable operator,” which is “a cable operator that, directly or
through an affiliate, serves in the aggregate fewer than one percent of all subscribers in the United States
and is not affiliated with any entity or entities whose gross annual revenues in the aggregate exceed
$250,000,000.”%> For purposes of the Telecom Act Standard, the Commission determined that a cable
system operator that serves fewer than 498,000 subscribers, either directly or through affiliates, will meet

32 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Employment Size of Firms
for the U.S.: 2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517311,
https://data.census.gov/cedsci/table?y=2017&n=517311&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie

w=false.

3 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

>4 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2021),
https://docs.fce.gov/public/attachments/DOC-379181A1.pdf.

S 1d.

36 See U.S. Census Bureau, 2017 NAICS Definition, “517311 Wired Telecommunications Carriers,”
https://www.census.gov/naics/?input=517311&year=2017&details=517311.

57 See 13 CFR § 121.201, NAICS Code 517311 (as of 10/1/22, NAICS Code 517111).
3.

3 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Employment Size of Firms
for the U.S.: 2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517311,
https://data.census.gov/cedsci/table?y=2017&n=517311&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie

w=false.

0 Jd. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

61 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fcc.gov/public/attachments/DOC-391070A 1.pdf.

6247 U.S.C. § 543(m)(2).
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the definition of a small cable operator.®* Based on industry data, only six cable system operators have
more than 498,000 subscribers.** Accordingly, the Commission estimates that the majority of cable
system operators are small under this size standard. We note however, that the Commission neither
requests nor collects information on whether cable system operators are affiliated with entities whose
gross annual revenues exceed $250 million.% Therefore, we are unable at this time to estimate with
greater precision the number of cable system operators that would qualify as small cable operators under
the definition in the Communications Act.

15. Other Toll Carriers. Neither the Commission nor the SBA has developed a definition for
small businesses specifically applicable to Other Toll Carriers. This category includes toll carriers that do
not fall within the categories of interexchange carriers, operator service providers, prepaid calling card
providers, satellite service carriers, or toll resellers. Wired Telecommunications Carriers®® is the closest
industry with a SBA small business size standard.®” The SBA small business size standard for Wired
Telecommunications Carriers classifies firms having 1,500 or fewer employees as small.®® U.S. Census
Bureau data for 2017 show that there were 3,054 firms in this industry that operated for the entire year.®
Of this number, 2,964 firms operated with fewer than 250 employees.”” Additionally, based on
Commission data in the 2022 Universal Service Monitoring Report, as of December 31, 2021, there were
90 providers that reported they were engaged in the provision of other toll services.”! Of these providers,
the Commission estimates that 87 providers have 1,500 or fewer employees.””> Consequently, using the
SBA’s small business size standard, most of these providers can be considered small entities.

16. Wireless Telecommunications Carriers (except Satellite). This industry comprises
establishments engaged in operating and maintaining switching and transmission facilities to provide

03 FCC Announces Updated Subscriber Threshold for the Definition of Small Cable Operator, Public Notice, DA
23-906 (MB 2023) (2023 Subscriber Threshold PN). In this Public Notice, the Commission determined that there
were approximately 49.8 million cable subscribers in the United States at that time using the most reliable source
publicly available. /d. This threshold will remain in effect until the Commission issues a superseding Public
Notice.. See 47 CFR § 76.901(e)(1).

64 S&P Global Market Intelligence, S&P Capital 1Q Pro, Top Cable MSOs 06/23Q (last visited Sept. 27, 2023); S&P
Global Market Intelligence, Multichannel Video Subscriptions, Top 10 (April 2022).

% The Commission does receive such information on a case-by-case basis if a cable operator appeals a local
franchise authority’s finding that the operator does not qualify as a small cable operator pursuant to § 76.901(e) of
the Commission’s rules. See 47 CFR § 76.910(Db).

6 See U.S. Census Bureau, 2017 NAICS Definition, “517311 Wired Telecommunications Carriers,”
https://www.census.gov/naics/?input=517311&year=2017&details=517311.

67 See 13 CFR § 121.201, NAICS Code 517311 (as of 10/1/22, NAICS Code 517111).
B8 Id.

9 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Employment Size of Firms
for the U.S.: 2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517311,
https://data.census.gov/cedsci/table?y=2017&n=517311&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie
w=false.

70 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

71 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fcc.gov/public/attachments/DOC-391070A 1.pdf. https://docs.fec.gov/public/attachments/DOC-

379181A1.pdf
2.
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communications via the airwaves.”> Establishments in this industry have spectrum licenses and provide
services using that spectrum, such as cellular services, paging services, wireless Internet access, and
wireless video services.” The SBA size standard for this industry classifies a business as small if it has
1,500 or fewer employees.”” U.S. Census Bureau data for 2017 show that there were 2,893 firms in this
industry that operated for the entire year.”® Of that number, 2,837 firms employed fewer than 250
employees.”” Additionally, based on Commission data in the 2022 Universal Service Monitoring Report,
as of December 31, 2021, there were 594 providers that reported they were engaged in the provision of
wireless services.”® Of these providers, the Commission estimates that 511 providers have 1,500 or fewer
employees.” Consequently, using the SBA’s small business size standard, most of these providers can be
considered small entities.

17. Satellite Telecommunications. This industry comprises firms “primarily engaged in
providing telecommunications services to other establishments in the telecommunications and
broadcasting industries by forwarding and receiving communications signals via a system of satellites or
reselling satellite telecommunications.”®’ Satellite telecommunications service providers include satellite
and earth station operators. The SBA small business size standard for this industry classifies a business
with $38.5 million or less in annual receipts as small.®! U.S. Census Bureau data for 2017 show that 275
firms in this industry operated for the entire year.®? Of this number, 242 firms had revenue of less than
$25 million.®* Additionally, based on Commission data in the 2022 Universal Service Monitoring Report,
as of December 31, 2021, there were 65 providers that reported they were engaged in the provision of
satellite telecommunications services.®* Of these providers, the Commission estimates that approximately

73 See U.S. Census Bureau, 2017 NAICS Definition, “517312 Wireless Telecommunications Carriers (except
Satellite),” https://www.census.gov/naics/?input=517312&year=2017&details=517312.

.
75 See 13 CFR § 121.201, NAICS Code 517312 (as of 10/1/22, NAICS Code 517112).

76 See U.S. Census Bureau, 2017 Economic Census of the United States, Employment Size of Firms for the U.S.:
2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517312,
https://data.census.gov/cedsci/table?y=2017&n=517312&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie

w=false.

77 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

78 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fce.gov/public/attachments/DOC-391070A 1.pdf.

" Id.

80 See U.S. Census Bureau, 2017 NAICS Definition, “517410 Satellite Telecommunications,”
https://www.census.gov/naics/?input=517410&year=2017&details=517410.

81 See 13 CFR § 121.201, NAICS Code 517410.

82 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Sales, Value of Shipments,
or Revenue Size of Firms for the U.S.: 2017, Table ID: EC1700SIZEREVFIRM, NAICS Code 517410,
https://data.census.gov/cedsci/table?y=2017&n=517410&tid=ECNSIZE2017.EC1700SIZEREVFIRM&hidePrevie

w=false.

8 Jd. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard. We also note that according to the U.S. Census Bureau glossary, the terms receipts and
revenues are used interchangeably, see https://www.census.gov/glossary/#term ReceiptsRevenueServices.

8 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fce.gov/public/attachments/DOC-391070A 1.pdf.
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42 providers have 1,500 or fewer employees.?> Consequently, using the SBA’s small business size
standard, a little more than half of these providers can be considered small entities.

18. Local Resellers. Neither the Commission nor the SBA have developed a small business
size standard specifically for Local Resellers. Telecommunications Resellers is the closest industry with
a SBA small business size standard.®® The Telecommunications Resellers industry comprises
establishments engaged in purchasing access and network capacity from owners and operators of
telecommunications networks and reselling wired and wireless telecommunications services (except
satellite) to businesses and households.?” Establishments in this industry resell telecommunications; they
do not operate transmission facilities and infrastructure.®® Mobile virtual network operators (MVNOs) are
included in this industry.® The SBA small business size standard for Telecommunications Resellers
classifies a business as small if it has 1,500 or fewer employees.”® U.S. Census Bureau data for 2017
show that 1,386 firms in this industry provided resale services for the entire year.’ Of that number, 1,375
firms operated with fewer than 250 employees.”?> Additionally, based on Commission data in the 2022
Universal Service Monitoring Report, as of December 31, 2021, there were 207 providers that reported
they were engaged in the provision of local resale services.”> Of these providers, the Commission
estimates that 202 providers have 1,500 or fewer employees.”* Consequently, using the SBA’s small
business size standard, most of these providers can be considered small entities.

19. Toll Resellers. Neither the Commission nor the SBA have developed a small business
size standard specifically for Toll Resellers. Telecommunications Resellers® is the closest industry with
a SBA small business size standard. The Telecommunications Resellers industry comprises
establishments engaged in purchasing access and network capacity from owners and operators of
telecommunications networks and reselling wired and wireless telecommunications services (except
satellite) to businesses and households. Establishments in this industry resell telecommunications; they
do not operate transmission facilities and infrastructure.’® Mobile virtual network operators (MVNOs) are
included in this industry.”” The SBA small business size standard for Telecommunications Resellers

8 1d.

86 See U.S. Census Bureau, 2017 NAICS Definition, “517911 Telecommunications Resellers,”
https://www.census.gov/naics/?input=517911&year=2017&details=517911.

8 1d.
88 Id.
8 Id.
% See 13 CFR § 121.201, NAICS Code 517911 (as of 10/1/22, NAICS Code 517121).

91 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Employment Size of Firms
for the U.S.: 2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517911,
https://data.census.gov/cedsci/table?y=2017&n=517911&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie
w=false.

92 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

93 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fec.gov/public/attachments/DOC-391070A 1.pdf.

H*Id.

9 See U.S. Census Bureau, 2017 NAICS Definition, “517911 Telecommunications Resellers,”
https://www.census.gov/naics/?input=517911&year=2017&details=517911.

% Id.
TId.
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classifies a business as small if it has 1,500 or fewer employees.”® U.S. Census Bureau data for 2017
show that 1,386 firms in this industry provided resale services for the entire year.”® Of that number, 1,375
firms operated with fewer than 250 employees.'® Additionally, based on Commission data in the 2022
Universal Service Monitoring Report, as of December 31, 2021, there were 457 providers that reported
they were engaged in the provision of toll services.!?! Of these providers, the Commission estimates that
438 providers have 1,500 or fewer employees.'?> Consequently, using the SBA’s small business size
standard, most of these providers can be considered small entities.

20. Prepaid Calling Card Providers. Neither the Commission nor the SBA has developed a
small business size standard specifically for prepaid calling card providers. Telecommunications
Resellers!® is the closest industry with a SBA small business size standard. The Telecommunications
Resellers industry comprises establishments engaged in purchasing access and network capacity from
owners and operators of telecommunications networks and reselling wired and wireless
telecommunications services (except satellite) to businesses and households. Establishments in this
industry resell telecommunications; they do not operate transmission facilities and infrastructure.'*
Mobile virtual network operators (MVNOs) are included in this industry.'® The SBA small business size
standard for Telecommunications Resellers classifies a business as small if it has 1,500 or fewer
employees.!? U.S. Census Bureau data for 2017 show that 1,386 firms in this industry provided resale
services for the entire year.!”” Of that number, 1,375 firms operated with fewer than 250 employees.!%
Additionally, based on Commission data in the 2022 Universal Service Monitoring Report, as of
December 31, 2021, there were 62 providers that reported they were engaged in the provision of prepaid
card services.'” Of these providers, the Commission estimates that 61 providers have 1,500 or fewer

%8 See 13 CFR § 121.201, NAICS Code 517911 (as of 10/1/22, NAICS Code 517121).

9 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Employment Size of Firms
for the U.S.: 2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517911,
https://data.census.gov/cedsci/table?y=2017&n=517911&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie

w=false.

100 Jd. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

101 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fce.gov/public/attachments/DOC-391070A 1.pdf. https://docs.fcc.gov/public/attachments/DOC-

379181A1.pdf
102 747

103 See U.S. Census Bureau, 2017 NAICS Definition, “517911 Telecommunications Resellers,”
https://www.census.gov/naics/?input=517911&year=2017&details=517911.

104 1d.
105 1d.
106 See 13 CFR § 121.201, NAICS Code 517911 (as of 10/1/22, NAICS Code 517121).

107 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Employment Size of
Firms for the U.S.: 2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517911,
https://data.census.gov/cedsci/table?y=2017&n=517911&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie

w=false.

108 4. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

109 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fcc.gov/public/attachments/DOC-391070A1.pdf. https://docs.fcc.gov/public/attachments/DOC-

379181A1.pdf
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employees.!!? Consequently, using the SBA’s small business size standard, most of these providers can
be considered small entities.

21. All Other Telecommunications. This industry is comprised of establishments primarily
engaged in providing specialized telecommunications services, such as satellite tracking, communications
telemetry, and radar station operation.!'! This industry also includes establishments primarily engaged in
providing satellite terminal stations and associated facilities connected with one or more terrestrial
systems and capable of transmitting telecommunications to, and receiving telecommunications from,
satellite systems.!!'? Providers of Internet services (e.g. dial-up ISPs) or voice over Internet protocol
(VoIP) services, via client-supplied telecommunications connections are also included in this industry.'!?
The SBA small business size standard for this industry classifies firms with annual receipts of $35 million
or less as small.'"* U.S. Census Bureau data for 2017 show that there were 1,079 firms in this industry
that operated for the entire year.!''> Of those firms, 1,039 had revenue of less than $25 million.'' Based
on this data, the Commission estimates that the majority of “All Other Telecommunications” firms can be
considered small.

D. Description of Projected Reporting, Recordkeeping, and Other Compliance
Requirements for Small Entities

22. In the Notice of Proposed Rulemaking, the Commission proposes and seeks comment on
imposing several reporting, recordkeeping, and compliance obligations on various providers, many of
whom may be small entities. Specifically, the Notice of Proposed Rulemaking proposes to require all
entities and individuals that file in the Commission Registration System (CORES) to update any
information required by the system within 10 business days of any changes.!”

23. With respect to the RMD, the Notice of Proposed Rulemaking seeks comment on whether
to deploy multi-factor authentication functionality and whether to require providers to use such
technology in order to submit a filing to the Database.!'® In addition, or as an alternative to multi-factor
authentication, the Notice of Proposed Rulemaking seeks comment on requiring an officer, owner, or
other principal of a provider to obtain a PIN that must be entered before an RMD submission is accepted
by the filing system.'"” In particular, we seek comment on whether the Commission should require the
signing officer to submit additional information to obtain a PIN that must be used to submit an RMD
certification, including: (1) a non-P.O. box street address and telephone number for the location of the

110 Id

1 See U.S. Census Bureau, 2017 NAICS Definition, “517919 All Other Telecommunications,”
https://www.census.gov/naics/?input=517919&vyear=2017&details=517919.

112 Id.
113 Id.
114 See 13 CFR § 121.201, NAICS Code 517919 (as of 10/1/22, NAICS Code 517810).

115 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Sales, Value of
Shipments, or Revenue Size of Firms for the U.S.: 2017, Table ID: EC1700SIZEREVFIRM, NAICS Code 517919,
https://data.census.gov/cedsci/table?y=2017&n=517919&tid=ECNSIZE2017.EC1700SIZEREVFIRM&hidePrevie
w=false.

116 [d. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard. We also note that according to the U.S. Census Bureau glossary, the terms receipts and
revenues are used interchangeably, see https://www.census.gov/glossary/#term ReceiptsRevenueServices.

17" Notice of Proposed Rulemaking Section ITLA.1.
18 [,
19 1d.
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office where the officer does business, and a direct business e-mail address for the officer; (2) a business
address, telephone number, and e-mail address for the provider’s registered agent for service of process
(or a certification that such an agent does not exist); and (3) certifications, under penalty of perjury
pursuant to 47 CFR § 1.16 of the Commission’s rules.'? The Notice of Proposed Rulemaking also seeks
comment on the method by which the Commission could collect this information and generate the PIN
for use by the officer when submitting an RMD filing. The Notice of Proposed Rulemaking seeks
comment on whether to require providers to pay a fee when submitting filings to the RMD, and seeks
comment on when the Commission should collect the fee.!?! In addition, the Notice of Proposed
Rulemaking seeks comment on technological innovations that the Commission could employ to validate
data entered into RMD filings, specifically, on software and other technical solutions that would cross-
reference addresses and other contact details submitted by filers against other data sources, and flag actual
or potential discrepancies for filers to resolve before the filing is submitted to the Commission.!?

24, With regard to our enforcement of these proposed rules, the Notice of Proposed
Rulemaking seeks comment on whether to establish a base and/or maximum forfeiture for submitting
inaccurate or false information to the RMD, and failing to update information that has changed in the
within 10 business days.!?* The Notice of Proposed Rulemaking also seeks comment on what an
appropriate forfeiture would be when a provider submits inaccurate or false information to the RMD, and
in what circumstances this forfeiture would apply.'?* Specifically, we propose to use the current statutory
maximum of $24,496 listed in section 503(b)(2)(D) of the Act as the base forfeiture amount regardless of
the type of service provided by the filer for submitting false or inaccurate information to the Robocall
Mitigation Database.'?> Additionally, the Notice of Proposed Rulemaking proposes a base forfeiture of
$5,000 for failure to update information within 10 days, and further proposes treating this as a continuing
violation for every day the inaccurate information remains in the RMD, up to the statutory maximum of
$183,718.

25. The Notice of Proposed Rulemaking proposes to authorize downstream providers to
permissively block traffic by RMD filers that have been given notice that their robocall mitigation plans
are facially deficient and that fail to correct those deficiencies within 48 hours.!? The proposed blocking
would occur through a three step process: (1) a notice issued to the provider through the RMD that their
robocall mitigation plan is facially deficient because it fails to describe the specific reasonable steps that
the provider is taking to avoid carrying and transmitting illegal robocalls; (2) allowing the provider 48-
hours to cure this facial deficiency by uploading a robocall mitigation plan that sufficiently describes its
mitigation practices; and (3) if it fails to do so, having a flag applied to the facially deficient filing in the
RMD advising other providers that they may permissively block traffic from that provider upon providing
notice to the Commission that they intend to do so.'?” The Notice of Proposed Rulemaking seeks
comment on whether there are additional examples of robocall mitigation plan deficiencies that would
rise to the level of willful violations of the Commission’s robocall mitigation rules.'?
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122 Id. Section IIL.A.2.

123 Id. Section II1.B.1.
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12547 U.S.C. § 503(b)(2)(D); 47 CFR §1.80(b)(11) tbl. 5.
126 Notice of Proposed Rulemaking Section 111.B.2.
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26. We anticipate the information we receive in comments including where requested, cost
and benefit analyses, will help the Commission identify and evaluate relevant compliance matters for
small entities, including compliance costs and other burdens that may result from the proposals and
inquiries we make in the Notice of Proposed Rulemaking. With respect to costs for filing fees, we seek
comment on a fee schedule based on the cost of processing applications, with cost determined by the
Commission’s direct labor costs. We also believe that some proposals, such as the requirement that
providers update any information submitted to CORES within 10 business days of any changes to that
information, may not impose significant costs on small entities because Commission databases beyond
the RMD similarly make use of contact information imported directly from CORES. We seek comment
from small and other entities on that perspective.

E. Steps Taken to Minimize the Significant Economic Impact on Small Entities, and
Significant Alternatives Considered

27. The RFA requires an agency to describe any significant alternatives that could minimize
impacts to small entities that it has considered in reaching its proposed approach, which may include the
following four alternatives (among others): “(1) the establishment of differing compliance or reporting
requirements or timetables that take into account the resources available to small entities; (2) the
clarification, consolidation, or simplification of compliance and reporting requirements under the rules for
such small entities; (3) the use of performance rather than design standards; and (4) an exemption from
coverage of the rule, or any part thereof, for such small entities.”!?°

28. The Notice of Proposed Rulemaking seeks comment on proposals and alternatives that
may have a significant impact on small entities. In particular, it seeks comment on the benefits and
burdens of requiring all entities and individuals that file in CORES, including small entities, to update any
information required by the system within 10 business days of any changes.'’® The Notice of Proposed
Rulemaking seeks comment on the benefits and burdens associated with various procedural and technical
solutions to improve the quality of RMD filings, including: (1) deploying multi-factor authentication
functionality for the RMD;!3! (2) requiring an officer to obtain a PIN in order to submit an RMD filing;!3?
and (3) employing a technical approach to RMD data validation, and any alternatives that might mitigate
those burdens for RMD filers, including small entities.!** The Notice of Proposed Rulemaking also seeks
comment on fees for future RMD filings, and seeks comment on whether these fees should be collected
from existing filers.

29. In proposing to establish the statutory maximum as the base forfeiture amount for
submitting false or inaccurate information to the RMD, the Notice of Proposed Rulemaking seeks
comment on whether a lower base forfeiture amount would be more appropriate.’** Further, it also seeks
comment on whether there are particular mitigating factors the Commission should take into
consideration when determining the amount of the forfeiture penalty, and proposes to find that the
Commission should not impose a higher penalty on common carriers, including those that are small
entities.** In proposing to find that the Commission can impose a forfeiture on filers that fail to update
information that has changed in the RMD within 10 days, the Notice of Proposed Rulemaking seeks
comment on whether to establish a base or maximum forfeiture, and whether the violation should be a
single violation or continuing violation for each day the non-updated information remains in the RMD,

1295 U.S.C. § 603(c)(1)-(4).
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which may have a particular impact on small entities.!3¢ It also seeks comment on what the maximum
forfeiture for a continuing violation should be.!?”

30. In proposing to allow downstream providers to permissively block traffic from providers
that have submitted facially deficient robocall mitigation plans, instead of instances where the
Commission must make a qualitative judgement, the Notice of Proposed Rulemaking seeks comment on
the risks and costs to legitimate providers, including small entities, of authorizing permissive blocking,
and whether those risks and costs outweigh the public interest benefits.'3® The Notice of Proposed
Rulemaking also seeks comment on any alternative that may modify the process to minimize those risks
and costs to legitimate providers, including small entities. The Commission expects to more fully
consider the economic impact and alternatives for small entities following the review of comments filed
in response to the Notice of Proposed Rulemaking.

F. Federal Rules that May Duplicate, Overlap, or Conflict with the Proposed Rules
31. None.
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STATEMENT OF
CHAIRWOMAN JESSICA ROSENWORCEL

Re: Improving the Effectiveness of the Robocall Mitigation Database, WC Docket No. 24-213;
Amendment of Part 1 of the Commission’s Rules, Concerning the Practice and Procedure,
Amendment of CORES Registration System, MD Docket No. 10-234, Notice of Proposed
Rulemaking (August 7, 2024).

The bad actors behind robocalls are relentless. To stop them, we need to be just as tenacious.
That is why today we kick off a rulemaking to make the Robocall Mitigation Database more accurate,
effective, and secure.

In the three years since its launch, the Robocall Mitigation Database has become an important
tool that helps the Federal Communications Commission and our law enforcement partners keep tabs on
carriers and what they are doing to stop junk robocalls. But there is room for improvement. So here we
seek comment on ways to make sure filings in the database are up-to-date and authenticated. We also ask
about penalties for false and inaccurate information.

This is not the only update we are working on to keep this junk off the line. Just last week, we
signed a Memorandum of Understanding with the Department of Treasury’s Financial Crimes
Enforcement Network so we can get access to Bank Secrecy Act information to track the different
business entities that are set up to flood us with unwanted calls and texts. When coupled with the work of
the Industry Traceback Group and the 49 State Attorneys General partnering with us, I think we can make
real progress stopping the scammers behind these schemes. But to get the job done, we will need
Congress to fix the gaping loophole left by the Supreme Court in its decision narrowing the definition of
autodialer and reducing consumer protection under the Telephone Consumer Protection Act. We also
need to make sure that when this agency issues big fines for illegal robocalls we can take the bad actors
responsible to court and not just rely on our colleagues at the Department of Justice to do so.

Thank you to the Robocall Response Team and the staff who worked on this rulemaking,
including Erik Beith, Callie Coker, Elizabeth Drogula, Jesse Goodwin, Trent Harkrader, Jodie May, Kiara
Ortiz, Zachary Ross, and Lisa Zaina from the Wireline Competition Bureau; David Furth and Jeffrey
Goldthorp from the Public Safety and Homeland Security Bureau; Jerusha Burnett and Kristi Thornton
from the Consumer and Governmental Affairs Bureau; Loyaan Egal, Alexander Hobbs, Rakesh Patel,
Daniel Stepanicich, Kristi Thompson, and Jane van Benten from the Enforcement Bureau; Michele
Ellison, Andrea Kelly, Richard Mallen, Erika Olsen, Anjali Singh, Elliot Tarloff, and Derek Yeo from the
Office of General Counsel; Chelsea Fallon, Eugene Kiselev, Giulia McHenry, and Steven Rosenberg
from the Office of Economics and Analytics; Daniel Daly, Allen Hill, Hua Lu, Tadele Shiferaw, and
Mark Stephens from the Office of the Managing Director; Katie Gorscak and Will Wiquist from the
Office of Media Relations; Jim Balaguer and Brian Moulton from the Office of Legislative Affairs; and
Michael Gussow, Joycelyn James, Chana Wilkerson, and Sanford Williams from the Office of
Communications Business Opportunities.
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